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About This eBook

ePUB is an open, industry-standard format for eBooks. However, support of
ePUB and its many features varies across reading devices and applications. Use
your device or app settings to customize the presentation to your liking. Settings
that you can customize often include font, font size, single or double column,
landscape or portrait mode, and figures that you can click or tap to enlarge. For
additional information about the settings and features on your reading device or
app, visit the device manufacturer’s Web site.

Many titles include programming code or configuration examples. To
optimize the presentation of these elements, view the eBook in single-column,
landscape mode and adjust the font size to the smallest setting. In addition to
presenting code and configurations in the reflowable text format, we have
included images of the code that mimic the presentation found in the print book;
therefore, where the reflowable format may compromise the presentation of the
code listing, you will see a “Click here to view code image” link. Click the link
to view the print-fidelity code image. To return to the previous page viewed,
click the Back button on your device or app.
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Introduction

Welcome to CompTIA Network+ N10-008 Exam Cram. This book is designed to
prepare you to take—and pass—the CompTIA Network+ exam. The Network+
exam has become the leading introductory-level network certification available
today. It is recognized by both employers and industry giants as providing
candidates with a solid foundation of networking concepts, terminology, and
skills. The Network+ exam covers a broad range of networking concepts to
prepare candidates for the technologies they are likely to work with in today’s
network environments.

About Network+ Exam Cram

Exam Crams are designed to give you the information you need to know to
prepare for a certification exam. They cut through the extra information,
focusing on the areas you need to get through the exam. With this in mind, the
elements within the Exam Cram titles are aimed at providing the exam
information you need in the most succinct and accessible manner.

In this light, this book is organized to closely follow the actual CompTIA
objectives for exam N10-008. As such, it is easy to find the information required
for each of the specified CompTIA Network+ objectives. The objective focus
design used by this Exam Cram is an important feature because the information
you need to know is easily identifiable and accessible. To see what we mean,
compare the CompTIA objectives to the book’s layout, and you can see that the
facts are right where you would expect them to be.

Within the chapters, potential exam hotspots are clearly highlighted with Exam
Alerts. They have been carefully placed to let you know that the surrounding
discussion is an important area for the exam. To further help you prepare for the
exam, a Cram Sheet is included that you can use in the final stages of test
preparation. Be sure to pay close attention to the bulleted points on the Cram
Sheet because they pinpoint the technologies and facts you probably will
encounter on the test.

Finally, great effort has gone into the questions that appear throughout the
chapter and the practice tests to ensure that they accurately represent the look



and feel of the ones you will see on the real Network+ exam. Be sure, before
taking the exam, that you are comfortable with both the format and content of
the questions provided in this book.

About the Network+ Exam

The Network+ (N10-008 Edition) exam is the newest iteration of several
versions of the exam. The new Network+ objectives are aimed toward those who
have at least nine months of experience in network support or administration.
CompTIA believes that new Network+ candidates should have A+ certification
(or its equivalent), but it is not required, and this should not discourage those
who do not.

You will have a maximum of 90 minutes to answer the 90 questions on the
exam. The allotted time is quite generous, so when you finish, you probably will
have time to double-check a few of the answers you were unsure of.

By the time the dust settles, you need a minimum score of 720 to pass the
Network+ exam. This is on a scale of 100 to 900. For more information on the
specifics of the Network+ exam, refer to CompTIA’s main website at
http://certification.comptia.org/.

CompTIA Network+ Exam Topics

Table I-1 lists general exam topics (that is, objectives) and specific topics under
each general topic (that is, subobjectives) for the CompTIA Network+ N10-008
exam. This table also lists the chapter in which each exam topic is covered.

CompTIA Network+ Exam Topics

Chapter N10-008 N10-008 Exam Subobjective

Exam

Objective
1 (Network 1.0 1.2 Explain the characteristics of network
Technologies, Networking topologies and network types.
Topologies, and Fundament
Types) als
2 (Models, Ports, 1.0 1.1 Compare and contrast the Open

Protocols, and Networking Systems Interconnection (OSI) model


http://certification.comptia.org/

Network Services) Fundament layers and encapsulation concepts.

3 (Addressing,
Routing, and
Switching)

4 (Network
Implementations)

5 (Cabling
Solutions and
Issues)

als

1.5 Explain common ports and protocols,
their application, and encrypted
alternatives.

1.6 Explain the use and purpose of network
services.

1.0 1.4 Given a scenario, configure a subnet
Networking and use appropriate IP addressing schemes.
Fundament

als 2.2 Compare and contrast routing
technologies and bandwidth management

2.0 concepts.

Network

Implementa j 3 Gjyen a scenario, configure and deploy

tions common Ethernet switching features.

1.0 1.7 Explain basic corporate and datacenter

Networking network architecture.

Fundament

als 2.1 Compare and contrast various devices,
their features, and their appropriate

2.0 placement on the network.

Network

Implementa

tions

1.0 1.3 Summarize the types of cables and

Networking connectors and explain which is the
Fundament appropriate type for a solution.
als

5.2 Given a scenario, troubleshoot common

5.0 cable connectivity issues and select the
Network  appropriate tool.
Troublesho

oting



6 (Wireless
Solutions and
Issues)

7 (Cloud
Computing
Concepts and
Options)

8 (Network
Operations)

9 (Network
Security)

2.0 2.4 Given a scenario, install and configure
Network  the appropriate wireless standards and
Implementa technologies.

tions
5.4 Given a scenario, troubleshoot common
5.0 wireless connectivity issues.
Network
Troublesho
oting
1.0 1.8 Summarize cloud concepts and
Networking connectivity options.
Fundament
als
3.0 3.1 Given a scenario, use the appropriate

Network  statistics and sensors to ensure network
Operations availability.

3.2 Explain the purpose of organizational
documents and policies.

3.3 Explain high availability and disaster
recovery concepts and summarize which is
the best solution.

4.0 4.1 Explain common security concepts.
Network

Security 49 Compare and contrast common types of

attacks.

4.3 Given a scenario, apply network
hardening techniques.

4.4 Compare and contrast remote access
methods and security implications.

4.5 Explain the importance of physical



security.

10 (Network 5.0 5.1 Explain the network troubleshooting
Troubleshooting)  Network  methodology.

Troublesho

oting

5.3 Given a scenario, use the appropriate
network software tools and commands.

5.5 Given a scenario, troubleshoot general
networking issues.

Booking and Taking the Network+ Certification Exam

Unfortunately, testing is not free. You’re charged for each test you take, whether
you pass or fail. In the United States and Canada, tests are administered by
Pearson VUE testing services. To access the VUE contact information and book
an exam, refer to the website at http://www.pearsonvue.com or call 1-877-551-
7587. When booking an exam, you need to provide the following information:

» Your name as you would like it to appear on your certificate.
» Your Social Security or Social Insurance number.

» Contact phone numbers (to be called in case of a problem).

» Mailing address, which identifies the address to which you want your
certificate mailed.

p Exam number and title.

» Email address for contact purposes. This often is the fastest and most
effective means to contact you. Test vendors require it for registration.

» Credit card information so that you can pay online. You can redeem
vouchers by calling the respective testing center.

What to Expect from the Exam

If you haven’t taken a certification test, the process can be a little unnerving.
Even if you’ve taken numerous tests, it is not much better. Mastering the inner
mental game often can be as much of a battle as knowing the material. Knowing
what to expect before heading in can make the process a little more comfortable.
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Certification tests are administered on a computer system at a VUE authorized
testing center. The format of the exams is straightforward: each question has
several possible answers to choose from. The questions in this book provide a
good example of the types of questions you can expect on the exam. If you are
comfortable with them, the test should hold few surprises. Many of the questions
vary in length. Some of them are longer scenario questions, whereas others are
short and to the point. Carefully read the questions; the longer questions often
have a key point that will lead you to the correct answer.

Most of the questions on the Network+ exam require you to choose a single
correct answer, but a few require multiple answers. When there are multiple
correct answers, a message at the bottom of the screen prompts you to “Choose
all that apply.” Be sure to read these messages.

A Few Exam-Day Details

It is recommended that you arrive at the examination room at least 15 minutes
early, although a few minutes earlier certainly would not hurt. This will give you
time to prepare and will give the test administrator time to answer any questions
you might have before the test begins. Many people suggest that you review the
most critical information about the test you’re taking just before the test. (Exam
Cram books provide a reference—the Cram Sheet, located inside the front of this
book—that lists the essential information from the book in distilled form.)
Arriving a few minutes early will give you some time to compose yourself and
mentally review this critical information.

You will be asked to provide two forms of ID, one of which must be a photo ID.
Both of the identifications you choose should have a signature. You also might
need to sign in when you arrive and sign out when you leave.

Be warned: The rules are clear about what you can and cannot take into the
examination room. Books, laptops, note sheets, and so on are not allowed in the
examination room. The test administrator will hold these items, to be returned
after you complete the exam. You might receive either a wipe board or a pen and
a single piece of paper for making notes during the exam. The test administrator
will ensure that no paper is removed from the examination room.

After the Test

Whether you want it or not, as soon as you finish your test, your score displays
on the computer screen. In addition to the results appearing on the computer



screen, a hard copy of the report prints for you. Like the onscreen report, the
hard copy displays the results of your exam and provides a summary of how you
did on each section and on each technology. If you were unsuccessful, this
summary can help you determine the areas you need to brush up on.

When you pass the Network+ exam, you will have earned the Network+
certification, and your certificate will be mailed to you within a few weeks.
Should you not receive your certificate and information packet within five weeks
of passing your exam, contact CompTTIA at fulfillment@comptia.org, or call 1-
630-678-8300 and ask for the fulfillment department.

Last-Minute Exam Tips

Studying for a certification exam is no different than studying for any other
exam, but a few hints and tips can give you the edge on exam day:

» Read all the material: CompTIA has been known to include material not
expressly specified in the objectives. This book has included additional
information not reflected in the objectives to give you the best possible
preparation for the examination.

» Watch for the Exam Tips and Notes: The Network+ objectives include a
wide range of technologies. Exam Tips and Notes found throughout each
chapter are designed to pull out exam-related hotspots. These can be your
best friends when preparing for the exam.

» Use the questions to assess your knowledge: Don’t just read the chapter
content; use the exam questions to find out what you know and what you
don’t. If you struggle, study some more, review, and then assess your
knowledge again.

» Review the exam objectives: Develop your own questions and examples
for each topic listed. If you can develop and answer several questions for
each topic, you should not find it difficult to pass the exam.

Good luck!

Companion Website

Register this book to get access to the Pearson Test Prep practice test software
and other study materials plus additional bonus content. Check this site regularly
for new and updated postings written by the author that provide further insight
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into the more troublesome topics on the exams. Be sure to check the box that
you would like to hear from us to receive updates and exclusive discounts on
future editions of this product or related products.

To access this companion website, follow these steps:

1. Go to www.pearsonlTcertification.com/register and log in or create a new
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Chapter 1

Network Technologies, Topologies,
and Types

4 N
This chapter covers the following official Network+ objective:

» Explain the characteristics of network topologies and network types.

This chapter covers CompTIA Network+ objective 1.2. For more information
on the official Network+ exam topics, see the “About the Network+ Exam”

section in the Introduction.
G J

A variety of physical and logical network layouts are in use today. As a network
administrator, you might find yourself working on these different network
layouts or topologies. Therefore, you must understand how they are designed to
function.

This chapter reviews general network considerations, such as the various
topologies used on today’s networks, local-area networks (LANs), wide-area
networks (WANs), and some of the Institute of Electrical and Electronics
Engineers (IEEE) standards.

Wired and Wireless Network Topologies

» Explain the characteristics of network topologies and network types.

CramSaver

If you can correctly answer these questions before going through this
section, save time by skimming the Exam Alerts in this section and then




completing the Cram Quiz at the end of the section.

1. Which topology (star, bus, or ring) would utilize a switch?

2. With which topology does every node have a direct connection to
every other node?

Answers

1. Of the choices given, only a star topology would utilize a switch.

2. With a mesh topology, every node has a direct connection to every
other node.

A topology refers to a network’s physical and logical layout. A network’s
physical topology refers to the actual layout of the computer cables and other
network devices. A network’s logical topology refers to the way in which the
network appears to the devices that use it.

Several topologies are in use on networks today. Some of the more common
topologies are the bus, ring, star, mesh, and wireless. The following sections
provide an overview of each.

Bus Topology

A bus topology uses a trunk or backbone to connect all the computers on the
network, as shown in Figure 1.1. Systems connect to this backbone using T
connectors or taps (known as a vampire tap, if you must pierce the wire). To
avoid signal reflection, a physical bus topology requires that each end of the
physical bus be terminated, with one end also being grounded. Note that a hub or
switch is not needed in this installation.
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FIGURE 1.1 Physical bus topology

ExamAlert

Loose or missing terminators from a bus network disrupt data
transmissions.

The most common implementation of a linear bus is the IEEE 802.3 Ethernet
standard. Table 1.1 summarizes the advantages and disadvantages of the bus

topology.

TABLE 1.1 Advantages and Disadvantages of the Bus Topology
Advantages Disadvantages

Compared to other Network disruption might occur when computers
topologies, a bus is cheap are added or removed.
and easy to implement.

A bus requires less cable Because all systems on the network connect to a
than other topologies. single backbone, a break in the cable prevents all
systems from accessing the network.



A bus does not use any It is difficult to troubleshoot.
specialized network
equipment.

Ring Topology

The ring topology is a logical ring, meaning that the data travels in a circular
fashion from one computer to another on the network. It is not a physical ring
topology. Figure 1.2 shows the logical layout of a ring topology. Note that a hub
or switch is not needed in this installation either.
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Logical design of a ring topology

In a true ring topology, if a single computer or section of cable fails, the signal is
interrupted. The entire network becomes inaccessible. Network disruption can
also occur when computers are added to or removed from the network, making it
an impractical network design in environments where the network changes
often.

As just mentioned, if a single system on the ring fails, the whole network fails.
This is why ring networks can be set up in a fault-tolerant design, meaning that
they have primary and secondary rings. If one ring fails, data can use the second
ring to reach its destination. Naturally, the addition of the second ring adds to the
cost of the network as well as the complexity.



Ring networks are most commonly wired in a star configuration. In a token ring
network, a multistation access unit (MSAU) is equivalent to a hub or switch on
an Ethernet network. The MSAU performs the token circulation internally. To
create the complete ring, the ring-in (RI) port on each MSAU is connected to the
ring-out (RO) port on another MSAU. The last MSAU in the ring is then
connected to the first to complete the ring. Table 1.2 summarizes the advantages
and disadvantages of the ring topology.

TABLE 1.2 Advantages and Disadvantages of the Ring Topology
Advantages Disadvantages

Cable faults are easily located, making Expansion to the network can cause
troubleshooting easier. network disruption.

Ring networks are moderately easy to A single break in the cable can
install. disrupt the entire network.

Star Topology (Hub-and-Spoke)

In the star topology, all computers and other network devices connect to a
central device called a hub or switch and, for that reason, is sometimes called a
hub-and-spoke network. Each connected device requires a single cable to be
connected to the hub or switch, creating a point-to-point connection between the
device and the hub or switch.

Using a separate cable to connect to the hub or switch allows the network to be
expanded without disruption. A break in any single cable does not cause the
entire network to fail. Figure 1.3 shows a star topology.

ExamAlert

Among the network topologies discussed in this chapter, the star topology is

the easiest to expand in terms of the number of devices connected to the
network.
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Star topology

The star topology is the most widely implemented network design in use today,
but it is not without shortcomings. Because all devices connect to a centralized
hub or switch, this creates a single point of failure for the network. If the hub or
switch fails, any device connected to it cannot access the network. Because of
the number of cables required and the need for network devices, the cost of a star
network is often higher than other topologies. Table 1.3 summarizes the
advantages and disadvantages of the star topology.

Advantages and Disadvantages of the Star Topology
Advantages Disadvantages

Star networks are easily expanded This topology requires more cable than
without disruption to the network.  most of the other topologies.

Cable failure affects only a single A central connecting device allows for

user. a single point of failure.

It is easy to troubleshoot and It requires additional networking

implement. equipment to create the network
layout.

Mesh Topology



The wired mesh topology incorporates a unique network design in which each
computer on the network connects to every other, creating a point-to-point
connection between every device on the network. Since this is often done
physically, the term wired mesh or wired mesh topology is sometimes used. The
purpose of the mesh design is to provide a high level of redundancy. If one
network cable fails, the data always has an alternative path to get to its
destination; each node can act as a relay.

The wiring for a mesh network can be complicated, as illustrated by Figure 1.4.
Furthermore, the cabling costs associated with the mesh topology can be high,
and troubleshooting a failed cable can be tricky. As a result, the mesh topology is
not the first choice for many wired networks but is more popular with
servers/routers.
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FIGURE 1.4 Mesh topology

Table 1.4 summarizes the advantages and disadvantages of the mesh topology.

ExamAlert

Because of the redundant connections, the mesh topology offers better
fault tolerance than other topologies.




Advantages and Disadvantages of the Mesh Topology

Advantages Disadvantages

Mesh provides redundant paths between It requires more cable than the
LAN topologies. other topologies.

The network can be expanded without The implementation is
disruption to current users. complicated.

Hybrid Topology

A variation on a true mesh topology is the hybrid or hybrid mesh. It creates a
redundant point-to-point network connection between only specific network
devices (such as the servers). The hybrid mesh is most often seen in WAN
implementations but can be used in any network.

Another way of describing the degree of mesh implementation is by labeling it
as either partial or full. If it is a true mesh network with connections between
each device, it can be labeled full mesh, and if it is less than that—a hybrid of
any sort—it is called a partial mesh network.

Many of the topologies found in large networking environments are a hybrid of
physical topologies. An example of a hybrid topology is the star bus—a
combination of the star topology and the bus topology. Figure 1.5 shows how
this might look in a network implementation.
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FIGURE 1.5 A star bus topology

ExamAlert

Another meaning: The term hybrid topology also can refer to the

combination of wireless and wired networks. For the Network+ exam,
however, the term hybrid most likely refers to the combination of
physical networks.

Bringing Wireless to a Topology

When cabling is run from one office to another, you can easily look at the layout
and see whether the topology is a star, mesh, bus, ring, or hybrid. When the
wires are absent, however, then it may not be as readily apparent what is being
deployed. Wireless networks typically are implemented using one of three
wireless topologies:

» The infrastructure, or managed, wireless topology
» The ad hoc, or unmanaged, wireless topology

» The mesh wireless topology



The following sections describe these three wireless topologies in greater detail.

Infrastructure Wireless Topology

The infrastructure wireless topology is commonly used to extend a wired LAN
to include wireless devices. Wireless devices communicate with the wired LAN
through a base station known as an access point (AP) or wireless access point.
The AP forms a bridge between a wireless and wired LAN, and all transmissions
between wireless stations, or between a system and a wired network client, go
through the AP. APs are not mobile and have to stay connected to the wired
network; therefore, they become part of the wired network infrastructure (thus
the name). In infrastructure wireless networks, there might be several access
points providing wireless coverage for a large area or only a single access point
for a small area, such as a single home or small building.

WAP or AP? Notice that although we call it a wireless access point, it is
commonly referred to as an AP. As you study for the exam, know that it can
be called either an AP or a WAP, and—;just to make matters confusing—
WAP is also the acronym for the Wireless Application Protocol.

Ad Hoc Wireless Topology

In a wireless ad hoc topology, devices communicate directly among themselves
without using an access point. This peer-to-peer network design is commonly
used to connect a small number of computers or wireless devices. For example,
an ad hoc wireless network may be set up temporarily between laptops in a
boardroom or to connect systems in a home instead of using a wired solution.
The ad hoc wireless design provides a quick method to share files and resources
among a small number of systems. Connecting mobile devices together or to a
printer using Bluetooth is an example of an ad hoc network.

Figure 1.6 shows an ad hoc wireless network, and Figure 1.7 shows an
infrastructure network using the AP.
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FIGURE 1.6 Ad hoc wireless topology

Tip

The ad hoc, or unmanaged, network design does not use an AP. All
wireless devices connect directly to each other.

In an infrastructure wireless network, devices use a wireless AP to
connect to the network.
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Wireless Mesh Topology

As discussed earlier, wired mesh networks are costly because of the cabling
required to interconnect all computer systems. Wireless mesh networks
obviously do not need cables running between systems, making wireless mesh
networks fairly common in the networking world. In the wireless mesh network,
as with the wired mesh, each network node is interconnected to other nodes on
the network. With a wired mesh, the wireless signal starts at a wireless base
station (access point) attached to a wired network. A wireless mesh network
extends the transmission distance by relaying the signal from one computer to
another. Unlike the wired mesh, in which a complex and expensive collection of
physical cables is required to create the mesh, the wireless mesh is inexpensive
to implement. Figure 1.8 shows a wireless mesh topology.




A wireless mesh network is created through the connection of wireless
access points installed at each network user’s locale. Data signals in a
wireless mesh rely on all nodes to propagate signals. Wireless mesh
networks can be identified by the interconnecting signals between each
node.
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FIGURE 1.8 A wireless mesh topology

The wireless mesh network has several key advantages. Because a wireless mesh
network is interconnected with one or more nodes on the network, the data can
travel multiple paths to reach its destination. When a new node is added, it



provides new paths for other nodes, which in turn improves network
performance and decreases congestion. Advantages of the wireless mesh include
the following:

» Self-healing: Wireless mesh networks are known as self-healing, which
refers to the network’s ability to adapt to network failure and even
function should a node be moved from one location to another. Self-
healing in a wireless mesh environment is possible because of the
interconnected connections and because of the wireless media.

» Scalable: Wireless mesh networks are highly scalable. Using wireless, you
are able to add new systems to the network without the need for expensive
cables.

» Reliability: Of all network topologies, the mesh network provides the
greatest reliability. The redundant number of paths for the data to travel
ensures that data can reach its destination.

» Cost: One disadvantage of the wired mesh is the cost associated with
running the cabling and the support costs of such a complex network.
Wireless mesh networks are essentially self-configuring and do not have
cabling requirements. Therefore, systems can be added, removed, and
relocated with little cost or disruption to the network.

Cram Quiz

1. You have been asked to install a network that will give the
network users the greatest amount of fault tolerance. Which of the
following network topologies would you choose?

2 A. Star/hub-and-spoke
- B. Ring

- C. Mesh

~ D. Bus

2. Which of the following topologies allows for network expansion
with the least amount of disruption for the current network users?

2 A. Bus



- B. Ring
— C.LAN
2 D. Star/hub-and-spoke

3. Which network topology offers the greatest level of redundancy
but has the highest implementation cost?

- A. Wireless mesh
- B. Wired mesh

— C. Hybrid star

- D. Bus network

4. Which of the following statements are associated with a bus LAN
network? (Choose all correct answers.)

- A. A single cable break can cause complete network
disruption.

~ B. All devices connect to a central device.
— C. It uses a single backbone to connect all network devices.
~ D. It uses a dual-ring configuration.

5. As a network administrator, you are called in to troubleshoot a
problem on a token ring network. The network uses two MSAUs
connected using the ring-in ports on both devices. All network
cards are set at the same speed. What is the likely cause of the
problem?

~ A. Bad network card
- B. Faulty cabling
- C. MSAU configuration

- D. Network card configuration
Cram Quiz Answers

1. C. A mesh network uses a point-to-point connection to every
device on the network. This creates multiple points for the data to



be transmitted around the network and therefore creates a high
degree of redundancy. The star/hub-and-spoke, ring, and bus
topologies do not offer the greatest amount of fault tolerance.

2. D. On a star/hub-and-spoke network, each network device uses a
separate cable to make a point-to-point connection to a
centralized device, such as a hub or a switch. With such a
configuration, a new device can be added to the network by
attaching the new device to the hub or switch with its own cable.
This process does not disrupt the users who are currently on the
network. Answers A and B are incorrect because the addition of
new network devices on a ring or bus network can cause a
disruption in the network and cause network services to be
unavailable during the installation of a new device.

3. B. The wired mesh topology requires each computer on the
network to be individually connected to every other device. This
configuration provides maximum reliability and redundancy for
the network. However, it is very costly to implement because of
the multiple wiring requirements.

4. A and C. In a bus network, a single break in the network cable
can disrupt all the devices on that segment of the network, a
significant shortcoming. A bus network also uses a single cable as
a backbone to which all networking devices attach. A star
network requires networked devices to connect to a centralized
device such as a hub, switch, or MSAU. Therefore, answer B is
incorrect. Answer D is also incorrect because it does not use a
dual-ring configuration.

5. C. To create the complete ring, the ring-in (RI) port on each
MSAU is connected to the ring-out (RO) port on another MSAU.
The last MSAU in the ring is then connected to the first to
complete the ring.

Network Types and Characteristics

» Explain the characteristics of network topologies and network types.



CramSaver

If you can correctly answer these questions before going through this
section, save time by skimming the Exam Alerts in this section and then
completing the Cram Quiz at the end of the section.

1. True or false: The biggest difference between a LAN and a WAN is
usually the size of the network.

2. What network type is essentially a LAN created to share data among
devices associated with you?

3. In what networking type is consolidated, block-level data storage
made available to networked devices?

Answers

1. True. A WAN is a network that spans more than one geographic
location, often connecting separated LANS.

2. A personal-area network (PAN) is essentially a LAN created to share
data among devices associated with you.

3. A storage-area network (SAN) makes block-level data storage
available to devices on the network.

Networks are classified according to their geographic coverage and size. The
two most common network classifications are local-area networks (LANs) and
wide-area networks (WANs). Choosing between the two is often a matter of
understanding the requirements.

ExamAlert

For the exam, you should be able to differentiate between the various
types of networks discussed here.




To Server or Not

Sometimes there is a tendency to take concepts that are simple and complicate
them when there is no real need for it. The truth of the matter is that every
network is either a peer-to-peer network or a client/server network and the
difference between the two is whether or not there is a dedicated server. Any
networking environment that does not have dedicated servers, and where
communication occurs between similarly capable network nodes that act as both
clients and servers, is a peer-to-peer network. Any network that has a dedicated
server is a client/server network. Period.

LANsS

A local-area network (LAN) is a data network that is restricted to a single
geographic location and typically encompasses a relatively small area, such as an
office building or school. The function of the LAN is to interconnect workstation
computers for the purpose of sharing files and resources. Because of its localized
nature, the LAN typically is high speed and cheaper to set up than a WAN.
Figure 1.9 shows an example of a LAN.
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WLANSs

Instead of being wholly dependent on wiring for your local network, the wireless
LAN (WLAN) provides a flexible and secure data communications system that
augments an Ethernet LAN or, in some cases, replaces it altogether. Wireless
transmissions send and receive data using radio frequency (RF) signals, freeing
you from wired solutions, and are dependent on a hotspot. That hotspot can be in
a coffee shop, a train station, a restaurant, or almost any public place. Security
should be a prime concern of public hotspot users, and encryption should be
used everywhere possible.

In a common wireless implementation, a wireless transceiver
(transmitter/receiver), known as an access point, connects to the wired network
from a fixed location using standard cabling. The wireless access point receives
and then transmits data between the wireless LAN and the wired network
infrastructure.

Client systems communicate with a wireless access point using wireless LAN
adapters. Such adapters are built in to or can be added to laptops and other
mobile devices or desktop computers. Wireless LAN adapters provide the
communication point between the client system and the airwaves via an antenna.

WANSs

A wide-area network (WAN) is a network that spans more than one geographic
location, often connecting separated LANs. WANSs are slower than LANs and
often require additional and costly hardware, such as routers, dedicated leased
lines, and complicated implementation procedures. Figure 1.10 shows an
example of a WAN.
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FIGURE 1.10 A wide-area network

MANSs

Occasionally, a WAN will be called a metropolitan-area network (MAN) when it
is confined to a certain geographic area, such as a university campus or city. No
formal guidelines dictate the differences between a MAN and a WAN;
technically, a MAN is a WAN. Perhaps for this reason, the term MAN is used
less often than WAN. If any distinction exists, it is that a MAN is smaller than a
WAN. A MAN is almost always bigger than a LAN and usually is smaller than
or equal to a WAN. MANSs utilize an Internet service provider (ISP) or
telecommunications (telco) provider.

CANs

When it comes to terminology and definitions, a computer network in a defined
area that links buildings and consists of multiple LANs within that limited
geographical area is usually called a campus-area network (CAN). The CAN
may encompass the whole college campus, or a portion of it. It may also have
nothing to do with a college but consists of office buildings in an enterprise



“campus,” industrial complex, military base, or anywhere else. In reality, a CAN
is a WAN, but what makes it distinct is the confined geographic area it includes.

SANSs

A storage-area network (SAN) consists of just what the name implies:
networked/shared storage devices. With clustered storage, you can use multiple
devices to increase performance. SANs are subsets of LANs and offer block-
level data storage that appears within the operating systems of the connected
devices as locally attached devices.

File systems built on top of SANs can provide file-level access, but the SAN
itself does not provide file abstraction, only block-level operations.

PANSs

A personal-area network (PAN) is essentially a LAN created to share data among
devices associated with you. Wireless technologies have taken PAN further and
introduced a new term—uwireless personal-area network (WPAN). WPAN refers
to the technologies involved in connecting devices in very close proximity to
exchange data or resources, usually through the use of Bluetooth, infrared, or
near-field communication (NFC). An example is connecting a laptop with a
smartphone to synchronize an address book. Because of their small size and the
nature of the data exchange, WPAN devices lend themselves well to ad hoc
wireless networking. Ad hoc wireless networks are those that have devices
connect to each other directly, not through a wireless access point.

SDWANSs

A software-defined wide area network (SDWAN) is an extension of software-
defined networking (SDN)—which is commonly used in telco and data centers—
on a large scale. The concept behind it is to take many of the principles that
make cloud computing so attractive and make them accessible at the WAN level.
This is done by adopting a virtual WAN architecture leveraging a combination of
transport services (MPLS, 5G, LTE, broadband, and so on) to connect users to
applications.

Moving away from the router-centric WAN architecture that has always been
used, SDWANSs support applications hosted pretty much anywhere: public or
private clouds, or on-premises data centers. As with an SDN, an SDWAN
enables services on-demand, reduces operational costs, and is intended to



improve network scalability and performance.

The SDWAN evolved from MPLS technology (which is explored next) and
implements a centralized controller for setting and maintaining policies—
managing the implementation.

ExamAlert

For the exam, think of SDWAN as a software abstraction of MPLS
technology

An SDN is a dynamic approach to computer networking intended to allow
administrators to get around the static limitations of physical architecture
associated with traditional networks. The goal of SDN is to not only add
dynamic capabilities to the network but to also reduce IT costs through
implementation of cloud architectures. SDN combines network and application
services into centralized platforms that can automate provisioning and
configuration of the entire infrastructure.

MPLS

Multiprotocol Label Switching (MPLS) is a WAN technology used in high-
performance-based telco networks. MPLS is a technology that uses short path
labels instead of longer network addresses to direct data from one node to
another. These “labels” are used to identify shorter virtual links between nodes
instead of endpoints. MPLS supports technologies such as ATM, Frame Relay,
DSL, T1, and E1.

MPLS has been used for more than 20 years to provide secure, private
connectivity, but it has limits to what it can do and is costly.

ExamAlert

While SDWAN:Ss can utilizes MPLS technology, the goal is often to

eliminate or minimize its usage due to cost. Administrators are often
seeking lower-cost, higher-speed connectivity options (such as
broadband and DSL).




mMGRE

Multipoint Generic Routing Encapsulation (mGRE) is an extension of GRE
(Generic Routing Encapsulation) that expands its capabilities. GRE can be
configured as a point-to-point tunnel between two sites, and mGRE extends this
capability from a limited number of sites by dynamically establishing tunnels
without the need to explicitly configure mapping entries between each and every
potential next-hop destination.

The exam objectives mix in a few protocols and technologies, such as
mGRE and MPLS, with the network types and characteristics, and that is
why their discussion appears so early in this book.

Cram Quiz

1. When a WAN is confined to a certain geographic area, such as a
city, it is known as a

o A.LAN
o B. MAN
7 C. VAN
o D. VPN

2. Which of the following is a computer network in a defined area
that links buildings and consists of multiple LANs within that
limited geographical area?

D A. SAN
o B. PAN
~ C. DAN
o D. CAN

3. Which of the following provides a flexible and secure data



communications system that augments an Ethernet LAN or, in
some cases, replaces it altogether?

- A. PHLAN
- B. MAN

- C. WLAN
- D. CRAN

4. Which technology uses short path labels instead of longer
network addresses to direct data from one node to another?

- A. MPLS

- B. Metropolitan Ethernet
— C. DMVPN

- D. PPP

5. Which WAN architecture allows an enterprise to leverage a
combination of transport services such as MPLS, 5G, LTE, or
broadband to securely connect users to applications?

o A. WPAN
- B. SDWAN
- C. GRE

- D. mGRE

Cram Quiz Answers

1. B. A WAN can be referred to as a metropolitan-area network
(MAN) when it is confined to a certain geographic area, such as a
city.

2. D. A campus-area network (CAN) is a computer network in a
defined area that links buildings and consists of multiple LANs
within that limited geographical area.

3. C. A wireless LAN (WLAN) augments an Ethernet LAN or, in
some cases, replaces it altogether.



4. A. Used in high-performance-based telco networks, MPLS is a
technology that uses short path labels instead of longer network
addresses to direct data from one node to another. Metropolitan
Ethernet is nothing more than an Ethernet-based MAN
(metropolitan-area network). DMVPN offers the capability to
create a dynamic-mesh VPN network without having to
preconfigure all the possible tunnel endpoints. PPP is a data link
protocol that is used to establish a connection between two nodes.
PPP works with plain old telephone service (POTS), ISDN, fiber
links such as SONET, and other faster connections, such as T1.

5. B. The concept behind an SDWAN is to take many of the
principles that make cloud computing so attractive and make
them accessible at the WAN level. This is done by adopting a
virtual WAN architecture leveraging a combination of transport
services (MPLS, 5G, LTE, broadband, and so on) to securely
connect users to applications. WPAN refers to the technologies
involved in connecting devices in very close proximity to
exchange data or resources, usually through the use of Bluetooth,
infrared, or NFC. GRE provides a secure private path for packets
through a public network using a point-to-point tunnel between
two sites. mMGRE extends this capability from a limited number of
sites by dynamically establishing tunnels without the need to
explicitly configure mapping entries.

Network Links and Concepts

» Explain the characteristics of network topologies and network types.

CramSaver

If you can correctly answer these questions before going through this
section, save time by skimming the Exam Alerts in this section and then
completing the Cram Quiz at the end of the section.

1. What is VHDSL commonly used for?

2. True or false: DSL using regular phone lines transfers data over the
same copper wire.



3. What is the difference between a one-way and a two-way satellite
system?

4. What hardware is located at the demarcation point?

Answers

1. VHDSL supports high-bandwidth applications such as VoIP and
HDTWV.

2. True. DSL using regular phone lines transfers data over the same
copper wire.

3. A one-way satellite system requires a satellite card and a satellite dish
installed at the end user’s site. This system works by sending outgoing
requests on one link using a phone line, with inbound traffic returning
on the satellite link. A two-way satellite system, in contrast, provides
data paths for both upstream and downstream data.

4. The hardware at the demarcation point is the smart jack, also known as
the network interface device (NID).

Internet access has become an integral part of modern business. You can obtain
Internet access in several ways. Which type you choose often depends on the
cost and what technologies are available in your area. This section explores
some of the more common methods of obtaining Internet access.

The term broadband often refers to high-speed Internet access. Both
DSL and cable modems are common broadband Internet technologies.
Broadband routers and broadband modems are network devices that
support both DSL and cable.

DSL Internet Access

Digital subscriber line (DSL) is an Internet access method that uses a standard



phone line to provide high-speed Internet access. DSL was most commonly
associated with high-speed Internet access, but is fading in popularity and
availability. Because it is a relatively inexpensive Internet access, it is often
found in homes and small businesses, but even there it is quickly being replaced
by fiber. With DSL, a different frequency can be used for digital and analog
signals, which means that you can talk on the phone while you upload data.

For DSL services, two types of systems exist: asymmetric digital subscriber line
(ADSL) and high-rate digital subscriber line (HDSL). ADSL provides a high
data rate in only one direction. It enables fast download speeds but significantly
slower upload speeds. ADSL is designed to work with existing analog telephone
service (POTYS) service. With fast download speeds, ADSL is well suited for
home-use Internet access where uploading large amounts of data isn’t a frequent
task.

In contrast to ADSL, HDSL provides a bidirectional high-data-rate service that
can accommodate services such as videoconferencing that require high data rates
in both directions. A variant of HDSL is very high-rate digital subscriber line
(VHDSL), which provides an HDSL service at very high data transfer rates.

DSL arrived on the scene in the late 1990s and brought with it a staggering
number of flavors. Together, all these variations are known as xDSL:

» Asymmetric DSL (ADSL): Probably the most common of the DSL
varieties is ADSL, which uses different channels on the line. One channel
is used for POTS and is responsible for analog traffic. The second channel
provides upload access, and the third channel is used for downloads. With
ADSL, downloads are faster than uploads, which is why it is called
asymmetric DSL.

ADSL?2 made some improvements in the data rate and increased the
distance from the telephone exchange that the line can run. ADSL2+
doubled the downstream bandwidth and kept all the features of ADSL2.
Both ADSL2 and ADSL2+ are compatible with legacy ADSL
equipment.

» Symmetric DSL (SDSL): A version that offers the same speeds for



uploads and downloads, making it most suitable for business applications
such as web hosting, intranets, and e-commerce. It is not widely
implemented in the home/small business environment and cannot share a
phone line.

» ISDN DSL (IDSL): A symmetric type of DSL commonly used in
environments in which SDSL and ADSL are unavailable. IDSL does not
support analog phones.

» Rate-adaptive DSL (RADSL): A variation on ADSL that can modify its
transmission speeds based on signal quality. RADSL supports line
sharing.

» Very high-bit-rate DSL (VHDSL or VDSL): An asymmetric version of
DSL and, as such, can share a telephone line. VHDSL supports high-
bandwidth applications such as VoIP and HDTV. VHDSL can achieve data
rates up to approximately 10 Mbps, making it the fastest available form of
DSL. To achieve high speeds, VHDSL uses fiber-optic cabling.

» High-bit-rate DSL (HDSL): A symmetric technology that offers identical
transmission rates in both directions. HDSL does not allow line sharing
with analog phones.

Why are there are so many DSL variations? The answer is quite simply that each
flavor of DSL is aimed at a different user, business, or application. Businesses
with high bandwidth needs are more likely to choose a symmetric form of DSL,
whereas budget-conscious environments such as home offices are likely to
choose an option that enables phone line sharing at the expense of bandwidth. In
addition, some of the DSL variants are older technologies. Although the name
persists, they have been replaced with newer DSL implementations. When you
work in a home/small office environment where DSL is present, you are usually
working with an ADSL system.

Table 1.5 summarizes the maximum speeds of the various DSL options.
Maximum speeds are rarely obtained.

DSL Speeds
DSL Variation Upload Speed* Download Speed*
ADSL 1 Mbps 3 Mbps

ADSL?2 1.3 Mbps 12 Mbps



ADSL2+ 1.4 Mbps 24 Mbps
SDSL 1.5 Mbps 1.5 Mbps
IDSL 144 Kbps 144 Kbps
RADSL 1 Mbps 7 Mbps
VHDSL 1.6 Mbps 13 Mbps
HDSL 768 Kbps 768 Kbps

*Speeds may vary greatly, depending on the technologies used and the quality of
the connection.

ExamAlert

For the exam, focus on ADSL as you study, but be able to put it in
perspective with other varieties.

DSL using regular phone lines transfers data over the same copper wire.
The data and voice signals are sent over different frequencies, but
sometimes the signals interfere with each other. This is why you use DSL
filters. A DSL filter works by minimizing this interference, making for a
faster and cleaner DSL connection.

At the risk of being repetitive, it is worth pointing out again that DSL is fading in
popularity as other technologies, such as cable and fiber, grow in marketplace
adoption.

Cable Broadband

Cable broadband Internet access is an always-on Internet access method
available in areas that have digital cable television. Cable Internet access is
attractive to many small businesses and home office users because it is both



inexpensive and reliable. Most cable providers do not restrict how much use is
made of the access, but they do control the speed. Connectivity is achieved by
using a device called a cable modem. It has a coaxial connection for connecting
to the provider’s outlet and an unshielded twisted-pair (UTP) connection for
connecting directly to a system or to a hub, switch, or router.

Cable providers often supply the cable modem, with a monthly rental agreement.
Many cable providers offer free or low-cost installation of cable Internet service,
which includes installing a network card in a PC. Some providers also do not
charge for the network card. Cable Internet costs are comparable to DSL
subscription.

Most cable modems offer the capability to support a higher-speed Ethernet
connection for the home LAN than is achieved. The actual speed of the
connection can vary somewhat, depending on the utilization of the shared cable
line in your area.

ExamAlert

A cable modem generally is equipped with a medium-dependent

interface crossed (MDI-X) port, so you can use a straight-through UTP
cable to connect the modem to a system.

One of the biggest disadvantages of cable access is that you share the available
bandwidth with everyone else in your cable area. As a result, during peak times,
performance of a cable link might be poorer than in low-use periods. In
residential areas, busy times are evenings and weekends, and particularly right
after school. In general, though, performance with cable systems is good, and in
low-usage periods, it can be fast.

A debate between cable and DSL went on for many years. Although
cable modem technology delivers shared bandwidth within the local
neighborhood, its speeds are theoretically higher but influenced by this
shared bandwidth. DSL delivers dedicated local bandwidth but is
sensitive to distance that impacts overall performance. In recent years,
DSL has faded in popularity as cable and fiber have grown.




The Public Switched Telephone Network

The public switched telephone network (PSTN), often considered a POTS, is the
entire collection of interconnected telephone wires throughout the world.
Discussions of the PSTN include all the equipment that goes into connecting two
points, such as the cable, the networking equipment, and the telephone
exchanges.

ExamAlert

Although PSTN is not specifically listed as an exam objective, you need

to know how it compares with other technologies. Know that if money is
a major concern, the PSTN is the method of choice for creating a WAN.

The modern PSTN is largely digital, with analog connections existing primarily
between homes and local phone exchanges. Modems are used to convert the
computer system’s digital signals into analog so that they can be sent over the
analog connection.

Using the PSTN to establish WAN connections is a popular choice, although the
significant drawback is the limited transfer speeds. Transfer on the PSTN is
limited to 56 Kbps with a modem and 128 Kbps with an ISDN connection, and it
is difficult to share large files or videoconferencing at such speeds. However,
companies that need to send only small amounts of data remotely can use the
PSTN as an inexpensive alternative for remote access, particularly when other
resources such as the Internet are unavailable.

Leased Lines

T-carrier lines are high-speed dedicated digital lines that can be leased from
telephone companies. They create an always-open, always-available line
between you and whomever you choose to connect to when you establish the
service.

T-carrier lines can support both voice and data transmissions and are often used
to create point-to-point private networks. Because they are a dedicated link, they



can be a costly WAN option. Four types of T-carrier lines are available:

» T1: Offers transmission speeds of 1.544 Mbps and can create point-to-
point dedicated digital communication paths. T1 lines have commonly
been used for connecting LANSs. In North America, DS (digital signal)
notation is used with T-lines to describe the circuit. For all practical
purposes, DS1 is synonymous with T1.

» T2: Offers transmission speeds of 6.312 Mbps. It accomplishes this by
using 96 64-Kbps B channels.

» T3: Offers transmission speeds of up to 44.736 Mbps, using 672 64-Kbps
B channels. Digital signal 3 (DS3) is a more accurate name in North
America, but T3 is how most people refer to the link.

ExamAlert

When you take the exam, think of DS3 and T3 as synonymous.

» T4: Offers impressive transmission speeds of up to 274.176 Mbps by using
4,032 64-Kbps B channels.

ExamAlert

Of these T-carrier lines, the ones commonly associated with networks
and the ones most likely to appear on the exam are the T1 and T3 lines.

Because of the cost of a T-carrier solution, you can lease portions of a T-
carrier service. This is known as fractional T. You can subscribe and pay
for service based on 64 Kbps channels.

T-carrier is the designation for the technology used in the United States and



Canada. In Europe, they are called E-carriers, and in Japan, J-carriers. Table 1.6
describes the T/E/J carriers.

TABLE 1.6 Comparing T/E/J Carriers

Name Transmission Speed
T1 1.544 Mbps
T1C 3.152 Mbps
T2 6.312 Mbps
T3 44.736 Mbps
T4 274.176 Mbps
JO 64 Kbps

J1 1.544 Mbps
J1C 3.152 Mbps
J2 6.312 Mbps
J3 32.064 Mbps
J3C 97.728 Mbps
J4 397.200 Mbps
EO 64 Kbps

El 2.048 Mbps
E2 8.448 Mbps
E3 34.368 Mbps
E4 139.264 Mbps
E5 565.148 Mbps

ExamAlert

Ensure that you review the speeds of the T1, T3, E1, and E3 carriers.




T3 Lines

For a time, the speeds offered by T1 lines were sufficient for all but a few
organizations. As networks and the data they support expanded, T1 lines did not
provide enough speed for many organizations. T3 service answered the call by
providing transmission speeds of 44.736 Mbps.

T3 lines are dedicated circuits that provide high capacity; generally, they are
used by large companies, ISPs, and long-distance companies. T3 service offers
all the strengths of a T1 service (just a whole lot more), but the cost associated
with T3 limits its use to the few organizations that have the money to pay for it.

Metro-Optical

Metro-optical networks (also known as MONS5) are optical networks that can
span up to several hundred kilometers and are used to serve metropolitan areas
in which there is a large, concentrated population. A metropolitan-area Ethernet
(Ethernet MAN, or metro Ethernet network) is one form of a metro-optical
network, with the typical service provider’s network including a collection of
switches and routers connected through optical fiber.

Think of metro-optical as the “fiber to the home” connection. Many large
metropolitan areas have undertaken initiatives to make this an affordable
option for residents.

As a bit of background, in 1984, the U.S. Department of Justice and AT&T
reached an agreement stating that AT&T was a monopoly that needed to be
divided into smaller, directly competitive companies. This created a challenge
for local telephone companies, which were faced with the task of connecting to
an ever-growing number of independent long-distance carriers, each of which
had a different interfacing mechanism. Bell Communications Research answered
the challenge by developing Synchronous Optical Network (SONET), a fiber-
optic WAN technology that delivers voice, data, and video at speeds starting at
51.84 Mbps. Bell’s main goals in creating SONET were to create a standardized
access method for all carriers within the newly competitive U.S. market and to
unify different standards around the world. SONET is capable of transmission



speeds from 51.84 Mbps to 2.488 Gbps and beyond.

One of Bell’s biggest accomplishments with SONET was that it created a new
system that defined data rates in terms of Optical Carrier (OCx) levels. Table 1.7
lists the OCx levels you should be familiar with.

ExamAlert

Before taking the exam, review the information provided in

Be sure that you are familiar with OC-3 and OC-192 specific
transmission rates.

TABLE 1.7 OCx Levels and Transmission Rates

OCx Level Transmission Rate
OC-1 51.84 Mbps

0C-3 155.52 Mbps
OC-12 622.08 Mbps
0C-24 1.244 Gbps

0C-48 2.488 Gbps

0OC-96 4.976 Gbps
0C-192 9.953 Gbps
OC-768 39.813 Gbps

Optical carrier (OCx) levels represent the range of digital signals that
can be carried on SONET fiber-optic networks. Each OCx level defines
the speed at which it operates.

Synchronous Digital Hierarchy (SDH) is the European counterpart to SONET.



ExamAlert

When you take the exam, equate SDH with SONET.

A passive optical network (PON) is one in which unpowered optical splitters are
used to split the fiber so it can service a number of locations, and it brings the
fiber either to the curb, the building, or the home. It is known as a passive
system because there is no power to the components and it consists of an optical
line termination (OLT) at the split and a number of optical network units (ONUs)
at the end of each run (typically near the end user). It can be combined with
wavelength division multiplexing and is then known as WDM-PON.

A form of multiplexing optical signals is dense wavelength-division multiplexing
(DWDM). This method replaces SONET/SDH regenerators with erbium-doped
fiber amplifiers (EDFAs) and can also amplify the signal and enable it to travel a
greater distance. The main components of a DWDM system include the
following:

» Terminal multiplexer

» Line repeaters

» Terminal demultiplexer

Chapter 5, “Cabling Solutions and Issues,” discusses several other
methods of multiplexing.

ExamAlert

Make sure that you understand that DWDM works with SONET/SDH.

An alternative to DWDM is coarse wavelength-division multiplexing (CWDM).
This method is commonly used with television cable networks. The main thing



to know about it is that it has relaxed stabilization requirements; thus, you can
have vastly different speeds for download than upload.

ExamAlert

Make sure that you associate CWDM with television cabling.

Satellite Internet Access

Many people take DSL and cable Internet access for granted, but these
technologies are not offered everywhere. Many rural areas do not have cable
Internet access. For areas where cheaper broadband options are unavailable, a
limited number of Internet options are available. One of the primary options is
Internet via satellite. Recently, SpaceX has launched Starlink Internet satellites
with the intent of increasing the number of low-cost global broadband
capabilities.

Satellite access provides a viable Internet access solution for those who cannot
get other methods of broadband. Satellite Internet offers an always-on
connection with download speeds considerably faster than an old dial-up
connection. Satellite Internet access does have a few drawbacks, though, such as
cost and high latency. Latency is the time it takes for the signal to travel back and
forth from the satellite.

Although satellite Internet is slower and costlier than DSL or cable, it offers
some attractive features, the first of which is its portability. Quite literally,
wherever you go, you have Internet access with no phone lines or other cables.
For businesses with remote users and clients, the benefit is clear. But the
technology has a far-reaching impact; it is not uncommon to see recreational
vehicles (RVs) with a satellite dish on the roof. They have 24/7 unlimited access
to the Internet as they travel.

Many companies offer satellite Internet services; a quick Internet search reveals
quite a few. These Internet providers offer different Internet packages that vary
greatly in terms of price, access speeds, and service. Some target businesses,
whereas others aim for the private market.

Two different types of broadband Internet satellite services are deployed: one-
way and two-way systems. A one-way satellite system requires a satellite card



and a satellite dish installed at the end user’s site. This system works by sending
outgoing requests on one link using a phone line, with inbound traffic returning
on the satellite link. A two-way satellite system, in contrast, provides data paths
for both upstream and downstream data. Like a one-way system, a two-way
system uses a satellite card and a satellite dish installed at the end user’s site;
bidirectional communication occurs directly between the end user’s node and the
satellite.

Home satellite systems are asymmetric; that is, download speeds are faster than
upload speeds. A home satellite system is likely to use a modem for the uplink
traffic, with downloads coming over the satellite link. The exact speeds you can
expect with satellite Internet depend on many factors. As with other wireless
technologies, atmospheric conditions can significantly affect the performance of
satellite Internet access. One additional consideration for satellite Internet is
increased propagation time—how long it takes the signal to travel back and forth
from the satellite. In networking terms, this time is long and therefore is an
important consideration for business applications.

Termination Points

To work properly, a network must have termination points. These endpoints stop
the signal and prevent it from living beyond its needed existence. For the exam,

CompTIA wants you to be familiar with a number of termination-related topics,

all of which are discussed in the sections that follow.

Demarc, Demarc Extension, and Smart Jacks

A network’s demarcation point is the connection point between the operator’s
part of the network and the customer’s portion of the network. This point is
important for network administrators because it distinguishes the portion of the
network that the customer is responsible for from the section the owner is
responsible for. For example, for those who have high-speed Internet, the
boundary between the customer’s premises and the ISP typically is mounted on
the wall on the side of the home. However, high-speed service providers support
everything from the cable modem back to their main distribution center. This is
why, if a modem fails, it is replaced by the ISP and not by the customer. This is
true for the wiring to that point as well.

Knowing the location of the demarcation point is essential because it marks the
point between where the customer (or administrator) is responsible and where



the owner is. It also identifies the point at which the customer is responsible
should a problem occur, and who should pay for that problem. The ISP is
responsible for ensuring that the network is functional up to the demarcation
point. The customer/administrator is responsible for ensuring that everything
from that point is operational.

The demarcation point is the point at which the ISP places its services in your
network. There is not always a choice of where this demarcation is placed. This
means that a company might have six floors of offices, and the demarcation
point is in the basement—impractical for the network. In this case you need a
demarcation extension, which extends the demarcation point to a more
functional location. This solution might sound simple, but it involves knowledge
of cabling distances and other infrastructure needs. The demarcation extension
might be the responsibility of the administrator, or for a fee, owners might
provide extension services.

As you might imagine, you need some form of hardware at the demarcation
point. This is the smart jack, also known as the network interface device (NID).
The smart jack performs several primary functions:

» Loopback feature: The loopback feature is built in to the smart jack. Like
the Ethernet loopback cable, it is used for testing purposes. In this case,
the loopback feature enables remote testing so that technicians do not
always need to be called to visit the local network to isolate problems.

» Signal amplification: The smart jack can amplify signals. This feature is
similar to that of the function of repeaters in an Ethernet network.

» Surge protection: Lightning and other environmental conditions can
cause electrical surges that can quickly damage equipment. Many smart
jacks include protection from environmental situations.

» Remote alarms: Smart jacks typically include an alarm that enables the
owner to identify if something goes wrong with the smart jack and
therefore the connections at the demarcation point.

ExamAlert

Demarcation point is the telephone company or ISP term for where their
facilities or wires end and where yours begin.




CSUs/DSUs

A channel service unit/data service unit (CSU/DSU) acts as a translator between
the LAN data format and the WAN data format. Such a conversion is necessary
because the technologies used on WAN links are different from those used on
LANSs. Some consider a CSU/DSU a type of digital modem. But unlike a normal
modem, which changes the signal from digital to analog, a CSU/DSU changes
the signal from one digital format to another.

A CSU/DSU has physical connections for the LAN equipment, normally via a
serial interface, and another connection for a WAN.

ExamAlert

Traditionally, the CSU/DSU has been in a box separate from other
networking equipment. However, the increasing use of WAN links

means that some router manufacturers are now including CSU/DSU
functionality in routers or are providing the expansion capability to do
sO.

Verify Wiring Installation and Termination

After a segment of network cable has been placed where it needs to go, whether
run through the plenum or connecting a patch cable, the final task is wiring
termination. Termination is the process to connect the network cable to the wall
jack, plug, or patch panel. Termination generally is a straightforward process.
You can quickly see if the wiring and termination worked if the LED on the
connected network card is lit. Also, if you connect a client system, you can ping
other devices on the network if all works.

Cabling topics, such as patch cables and plenums, are discussed in
Chapter 5, “Cabling Solutions and Issues.”

Virtual Networking



Cloud computing is built on virtualization; it is the foundation on which cloud
computing stands. At the core of virtualization is the hypervisor (the
software/hardware combination that makes it possible to manage multiple virtual
machines existing on one host). There are two methods of implementation: Type
I (known as bare metal) and Type II (known as hosted). Type I is independent of
the operating system and boots before the OS, whereas Type II is dependent on
the operating system and cannot boot until the OS is up; it needs the OS to stay
up so that it can operate. From a performance and scalability standpoint, Type I
is considered superior to Type II.

ExamAlert

Know that the hypervisor is used to manage multiple virtual machines
(VMs) existing on one host.

Tip

The machine on which virtualization software is running is known as a
host, and the virtual machines are known as guests.

Network function virtualization (NFV) is a method of virtualizing network
services instead of running them on proprietary hardware: think routers,
firewalls, and load balancers. These virtual services allow service providers to
run their network on standard servers instead of proprietary ones—improving
scalability, agility, and on-demand services without needing additional hardware
resources.

Whereas once it was the case that hypervisors were the only way to have
virtualization, now most people think of containers as their successor.
You should know that the use of containers (a piece of software bundled
with everything that it needs to run—code, runtime, system tools, system
libraries, and so on) are becoming more common.




Cloud computing holds great promise when it comes to scalability, cost saving,
rapid deployment, and empowerment. As with any technology where so much is
removed from your control, however, risks are involved. Each risk should be
considered and thought through to identify ways to help mitigate them. Data
segregation, for example, can help reduce some of the risks associated with
multitenancy. Common virtual network components include virtual network
interface cards (vNICs), virtual routers and switches, shared memory, virtual
CPUs, and storage (shared or clustered).

A NIC card within a machine can be either virtual or physical and will be
configured the same. Existing on the virtual network, it must have an IP address,
a MAC address, a default gateway, a subnet mask value, and can have a
connection that is bridged or not. A vNIC is software only but allows interaction
with other devices on the network. (The VLAN makes it possible for vINICs to
communicate with other network devices.)

ExamAlert

For the exam, you should be able to differentiate between the various

virtualization concepts: hypervisor, network function virtualization
(NFV), vNIC, and vSwitch.

In a discussion of virtual networking, it is important to note that so much of what
is discussed is software based. Never forget that the goal of virtualization is to
emulate physical environments and devices without actually having those
physical elements.

Just as physical routers establish communication by maintaining tables about
destinations and local connections, a virtual router works similarly but is
software only. Remember that a router contains information about the systems
connected to it and where to send requests if the destination is not known. These
routing tables grow as connections are made through the router. Routing can
occur within the network (interior) or outside it (exterior). The routes themselves
can be configured as static or dynamic.

A virtual switch (vSwitch), similarly, is a software program that allows one
virtual machine (VM) to communicate with another. The virtual switch allows



the VM to use the hardware of the host OS (the NIC) to connect to the Internet

and can be configured through an interface similar to the one shown in Figure
1.11.
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FIGURE 1.11 Virtual switch configuration

Switches are multiport devices that improve network efficiency. A switch
typically contains a small amount of information about systems in a network—a
table of MAC addresses as opposed to IP addresses. Switches improve network
efficiency over routers because of the virtual circuit capability. Switches also
improve network security because the virtual circuits are more difficult to
examine with network monitors. The switch maintains limited routing
information about nodes in the internal network, and it enables connections to
systems such as a hub or a router.



Cram Quiz

1. Which of the following technologies require dial-up access?
(Choose the best answer.)

~ A. Fiber

- B. ISDN

2 C. Packet switching
- D. DMVPN

2. Which of the following is an advantage of ISDN over a public
switched telephone network?

- A. ISDN is more reliable.

- B. ISDN is cheaper.

- C. ISDN is faster.

- D. ISDN uses 53 Kbps fixed-length packets.

3. Which of the following is the time lapse between sending or
requesting information and the time it takes to return?

- A. Echo
- B. Attenuation
- C. Bandwidth
- D. Latency
4. What is the speed usually offered with dial-up service?
- A. 1 Gbps
- B. 256 Kbps
- C. 144 Kbps
- D. 56 Kbps

5. What device acts as a translator between the LAN data format and
the WAN data format?



- A. SIP Trunk
- B. PRI

- C. MPLS

- D. CSU/DSU

6. Which virtual technology enables service providers to run their
network on standard servers instead of proprietary ones?

2 A. vNIC
- B. vSwitch
- C. NFV
- D. Hypervisor
7. Which implementation of DSL is the most common?
- A. VDSL
~ B. ADSL
— C. IDSL
— D. SDSL

8. Which of the following are optical networks used to serve
metropolitan areas in which there is a large, concentrated
population?

- A. MONs
- B. PSTNs
— C. ISDNs
~ D. NFVs

Cram Quiz Answers

1. B. ISDN requires a dial-up connection to establish
communication sessions.

2. C. One clear advantage that ISDN has over the PSTN is its speed.
ISDN can combine 64 Kbps channels for faster transmission



speeds than the PSTN can provide. ISDN is no more or less
reliable than the PSTN. ISDN is more expensive than the PSTN.

3. D. Latency refers to the time lapse between sending or requesting
information and the time it takes to return.

4. D. Almost without exception, ISPs offer 56 Kbps access, the
maximum possible under current dial-up standards.

5. D. A channel service unit/data service unit (CSU/DSU) acts as a
translator between the LAN data format and the WAN data
format. Such a conversion is necessary because the technologies
used on WAN links are different from those used on LAN:Ss.

6. C. Network function virtualization (NFV) allows providers to run
their network on standard servers instead of proprietary ones—
improving scalability, agility, and on-demand services without
needing additional hardware resources. A virtual network
interface card (vINIC) is the software emulation of a physical NIC
card. It allows interaction with other devices on network. A
virtual switch (vSwitch), similarly, is a software program that
allows one virtual machine (VM) to communicate with another. A
hypervisor is used to manage multiple virtual machines existing
on one host.

7. B. The most common implementation of DSL is ADSL
(asymmetric), which provides a high data rate in only one
direction. While the other variants of DSL are available, they are
not as popular as ADSL. All variants of DSL are decreasing in
popularity in recent years as more are turning to cable and fiber
solutions for high-speed Internet and network access.

8. A. Metro-optical networks (also known as MONSs) are optical
networks that can span up to several hundred kilometers and are
used to serve metropolitan areas in which there is a large,
concentrated population.

What’s Next?

This chapter created a foundation upon which Chapter 2, “Models, Ports,
Protocols, and Network Services,” builds. It examines the Open Systems



Interconnection (OSI) reference model—a conceptual model describing how
network architecture allows data to be passed between computer systems. It also
examines how common network devices relate to the model.



Chapter 2

Models, Ports, Protocols, and
Network Services

4 N
This chapter covers the following official Network+ objectives:

» Compare and contrast the Open Systems Interconnection (OSI) model
layers and encapsulation concepts.

» Explain common ports and protocols, their application, and encrypted
alternatives.

» Explain the use and purpose of network services.

This chapter covers CompTIA Network+ objectives 1.1, 1.5, and 1.6. For
more information on the official Network+ exam topics, see the “About the

Network+ Exam” section in the Introduction.
G J

One of the most important networking concepts to understand is the Open
Systems Interconnection (OSI) reference model. This conceptual model, created
by the International Organization for Standardization (ISO) in 1978 and revised
in 1984, describes a network architecture that enables data to be passed between
computer systems.

This chapter looks at the OSI and describes how it relates to real-world
networking. It also examines how common network devices relate to the OSI
model. Even though the OSI model is conceptual, an appreciation of its purpose
and function can help you better understand how protocol suites and network
architectures work in practical applications.



The TCP/IP model, which performs the same functions as the OSI
model, except in four layers instead of seven, is no longer a Network+
objective. Because this is the protocol suite predominantly in use today,
it is still important to know it to understand the underlying principles of
networking, and we refer to it where it is appropriate to do so.

The OSI Networking Model

» Compare and contrast the Open Systems Interconnection (OSI) model
layers and encapsulation concepts.

CramSaver

If you can correctly answer these questions before going through this
section, save time by skimming the Exam Alerts in this section and then
completing the Cram Quiz at the end of the section.

1. Which layer of the OSI model converts data from the application
layer into a format that can be sent over the network?

2. True or false: Transport protocols, such as UDP, map to the transport
layer of the OSI model and are responsible for transporting data
across the network.

3. At what layer of the OSI model do HTTP and SSH map?

Answers

1. The presentation layer converts data from the application layer into a
format that can be sent over the network. It also converts data from the
session layer into a format the application layer can understand.

2. True. Transport protocols map to the transport layer of the OSI model
and are responsible for transporting data across the network. UDP is a
transport protocol.

3. HTTP and SSH (along with many other protocols) map to the
application layer of the OSI model.



For networking, two models commonly are referenced: the OSI model and the
TCP/IP model. Both offer a framework, theoretical and actual, for how
networking is implemented. Objective 1.1 of the Network+ exam focuses only
on the OSI model. A thorough discussion of it follows with a brief discussion of
the TCP/IP model tossed in for further understanding.

The OSI Seven-Layer Model

As shown in Figure 2.1, the OSI reference model is built, bottom to top, in the
following order: physical, data link, network, transport, session, presentation,
and application. The physical layer is classified as Layer 1, and the top layer of
the model, the application layer, is Layer 7.

ExamAlert

The OSI model can be used as a bottom-to-top troubleshooting tool. For
example, troubleshooting a network interface card (NIC) or network

wiring would begin at layer 1, the physical layer where electrical
functions support physical connections. If the problem is not found
there, then the next step would be run a loopback test on the NIC
(moving up to layer 2), and so on.




7 - Application

6 - Presentation

5 - Session

4 - Transport

3 - Network

2 - Data Link

1 - Physical

FIGURE 2.1 The OSI seven-layer model

ExamAlert

On the Network+ exam, you might see an OSI layer referenced either by
its name, such as network layer, or by its layer number. For instance, you

might find that a router is referred to as a Layer 3 device. An easy
mnemonic that you can use to remember the layers from top to bottom
is: All People Seem To Need Data Processing.

Each layer of the OSI model has a specific function. The following sections
describe the function of each layer, starting with the physical layer and working
up the model.

Physical Layer (Layer 1)

The physical layer of the OSI model identifies the network’s physical
characteristics, including the following specifications:

» Hardware: The type of media used on the network, such as type of cable,



type of connector, and pinout format for cables.

» Topology: The physical layer identifies the topology to be used in the
network. Common topologies include ring, mesh, star, bus, and hybrid.

Protocols and technologies such as USB, Ethernet, DSL, ISDN, T-carrier links
(T1 and T3), GSM, and SONET operate at the physical layer.

In addition to these characteristics, the physical layer defines the voltage used on
a given medium and the frequency at which the signals that carry the data
operate. These characteristics dictate the speed and bandwidth of a given
medium, as well as the maximum distance over which a certain media type can
be used.

Data Link Layer (Layer 2)

The data link layer is responsible for getting data to the physical layer so that it
can transmit over the network. The data link layer is also responsible for error
detection, error correction, and hardware addressing. The term frame describes
the logical grouping of data at the data link layer.

The data link layer has two distinct sublayers:

» Media Access Control (MAC) layer: The MAC address is defined at this
layer. The MAC address is the physical or hardware address burned into
each NIC. The MAC sublayer also controls access to network media. The
MAC layer specification is included in the IEEE 802.1 standard.

» Logical Link Control (LLC) layer: The LLC layer is responsible for the
error and flow-control mechanisms of the data link layer. The LLC layer is
specified in the IEEE 802.2 standard.

Protocols and technologies such as High-Level Data Link Control (HDLC),
Layer 2 Tunneling Protocol (L2TP), Point-to-Point Protocol (PPP), Point-to-
Point Tunneling Protocol (PPTP), Spanning Tree Protocol (STP), and virtual
LANs (VLANSs) operate at the data link layer.

Network Layer (Layer 3)

The primary responsibility of the network layer is routing—providing
mechanisms by which data can be passed from one network system to another.
The network layer does not specify how the data is passed but rather provides



the mechanisms to do so. Functionality at the network layer is provided through
routing protocols, which are software components.

Protocols at the network layer are also responsible for route selection, which
refers to determining the best path for the data to take throughout the network. In
contrast to the data link layer, which uses MAC addresses to communicate on the
LAN, network layer protocols use software-configured addresses and special
routing protocols to communicate on the network. The term packet describes the
logical grouping of data at the network layer.

When you’re working with networks, routes can be configured in two ways:
statically or dynamically. In a static routing environment, routes are manually
added to the routing tables. In a dynamic routing environment, routing protocols
such as Routing Information Protocol (RIP) and Open Shortest Path First
(OSPF) are used. These protocols communicate routing information between
networked devices on the network. Other important network layer protocols
include Internet Protocol (IP), Address Resolution Protocol (ARP), Reverse
Address Resolution Protocol (RARP), Asynchronous Transfer Mode (ATM),
Intermediate System-to-Intermediate System (IS-1S), IP Security (IPSec), Internet
Control Message Protocol (ICMP), and Multiprotocol Label Switching (MPLS).

Transport Layer (Layer 4)

The basic function of the transport layer is to provide mechanisms to transport
data between network devices. Primarily, it does this in three ways:

» Error checking: Protocols at the transport layer ensure that data is
correctly sent or received.

» Service addressing: A number of protocols support many network
services. The transport layer ensures that data is passed to the right service
at the upper layers of the OSI model.

» Segmentation: To traverse the network, blocks of data need to be broken
into packets of a manageable size for the lower layers to handle. This
process, called segmentation, is the responsibility of the transport layer.

Protocols that operate at the transport layer can either be connectionless, such as
User Datagram Protocol (UDP), or connection oriented, such as Transmission
Control Protocol (TCP).

The transport layer is also responsible for data flow control, which refers to how



the receiving device can accept data transmissions. Two common methods of
flow control are used:

» Buffering: When buffering flow control is used, data is temporarily stored
and waits for the destination device to become available. Buffering can
cause a problem if the sending device transmits data much faster than the
receiving device can manage.

» Windowing: In a windowing environment, data is sent in groups of
segments that require only one acknowledgment. The size of the window
(that is, how many segments fit into one acknowledgment) is defined
when the session between the two devices is established. As you can
imagine, the need to have only one acknowledgment for every five
segments, for instance, can greatly reduce overhead.

Session Layer (Layer 5)

The session layer is responsible for managing and controlling the
synchronization of data between applications on two devices. It does this by
establishing, maintaining, and breaking sessions. Whereas the transport layer is
responsible for setting up and maintaining the connection between the two
nodes, the session layer performs the same function on behalf of the application.
Protocols that operate at the session layer include NetBIOS, Network File System
(NFS), and Server Message Block (SMB).

Presentation Layer (Layer 6)

The presentation layer’s basic function is to convert the data intended for or
received from the application layer into another format. Such conversion is
necessary because of how data is formatted so that it can be transported across
the network. Applications cannot necessarily read this conversion. Some
common data formats handled by the presentation layer include the following:

» Graphics files: JPEG, TIFF, GIF, and so on are graphics file formats that
require the data to be formatted in a certain way.

» Text and data: The presentation layer can translate data into different
formats, such as American Standard Code for Information Interchange
(ASCII) and Extended Binary Coded Decimal Interchange Code
(EBCDIC).



» Sound/video: MPEG, MP3, and MIDI files all have their own data
formats to and from which data must be converted.

Another important function of the presentation layer is encryption, which is the
scrambling of data so that it can’t be read by anyone other than the intended
recipient. Given the basic role of the presentation layer—that of data-format
translator—it is the obvious place for encryption and decryption to take place.
For example, the cryptographic protocol Transport Layer Security (TLS)
operates at the presentation layer.

Application Layer (Layer 7)

In simple terms, the function of the application layer is to take requests and data
from the users and pass them to the lower layers of the OSI model. Incoming
information is passed to the application layer, which then displays the
information to the users. Some of the most basic application layer services
include file and print capabilities.

The most common misconception about the application layer is that it represents
applications used on a system, such as a web browser, word processor, or
spreadsheet. Instead, the application layer defines the processes that enable
applications to use network services. For example, if an application needs to
open a file from a network drive, the functionality is provided by components
that reside at the application layer. Protocols defined at the application layer
include Secure Shell (SSH), Border Gateway Protocol (BGP), Dynamic Host
Configuration Protocol (DHCP), Domain Name System (DNS), Network Time
Protocol (NTP), Real-time Transport Protocol (RTP), Session Initiation Protocol
(SIP), Simple Mail Transfer Protocol (SMTP), Server Message Block (SMB),
File Transfer Protocol (FTP), Hypertext Transfer Protocol (HTTP), Hypertext
Transfer Protocol Secure (HTTPS), Internet Message Access Protocol (IMAP),
and Post Office Protocol version 3 (POP3).

ExamAlert

Be sure you understand the OSI model and its purpose. You will almost
certainly be asked questions on it during the exam.

OSI Model Summary



Table 2.1 summarizes the seven layers of the OSI model and describes some of
the most significant points of each layer.

OSI Model Summary
OSI Major Function
Lay
er

Phys Defines the physical structure of the network and the topology.
ical

(Lay

erl)

Data Provides error detection and correction. Uses two distinct sublayers:
link the Media Access Control (MAC) and Logical Link Control (LLC)
(Lay layers. Identifies the method by which media are accessed. Defines
er 2) hardware addressing through the MAC sublayer.

Net Handles the discovery of destination systems and addressing. Provides
wor the mechanism by which data can be passed and routed from one

k  network system to another.

(Lay

er 3)

Tran Provides connection services between the sending and receiving
sport devices and ensures reliable data delivery. Manages flow control
(Lay through buffering or windowing. Provides segmentation, error
er 4) checking, and service identification.

Sess Synchronizes the data exchange between applications on separate
ion devices.

(Lay

er5)

Pres Translates data from the format used by applications into one that can
entat be transmitted across the network. Handles encryption and decryption
ion of data. Provides compression and decompression functionality.

(Lay Formats data from the application layer into a format that can be sent
er 6) over the network.

Appl Provides access to the network for applications.
icati



on

(Lay
er7)

Comparing OSI to the Four-Layer TCP/IP Model

The OSI model does a fantastic job outlining how networking should occur and
the responsibility of each layer. However, TCP/IP also has a reference model and
has to perform the same functionality with only four layers. Figure 2.2 shows
how these four layers line up with the seven layers of the OSI model.

TCP/IP Model

OSI Model

Application Layer

Application Layer
Presentation Layer
Session Layer

Transport Layer

Transport Layer

Internet Layer

Network Layer

MNetwork Interface
Layer

Data Link Layer
Physical Layer

The TCP/IP model compared to the OSI model

The network interface layer in the TCP/IP model is sometimes referred to as the
network access or link layer, and this is where Ethernet, FDDI, or any other
physical technology can run. The Internet layer is where IP runs (along with
ICMP and others). The transport layer is where TCP and its counterpart UDP
operate. The application layer enables any number of protocols to be plugged in,
such as HTTP, SMTP, Simple Network Management Protocol (SNMP), DNS,
and many others.

Identifying the OSI Layers at Which Various Network
Components Operate

When you understand the OSI model, you can relate network connectivity
devices to the appropriate layer of the OSI model. Knowing at which OSI layer a



device operates enables you to better understand how it functions on the
network. Table 2.2 identifies various network devices and maps them to the OSI
model.

ExamAlert

For the Network+ exam, you are expected to identify at which layer of
the OSI model certain network devices operate.

TABLE 2.2 Mapping Network Devices to the OSI Model

Device OSI Layer

Hub Physical (Layer 1)

Wireless bridge Data link (Layer 2)

Switch Data link (Layer 2) or network (Layer 3)
Router Network (Layer 3)

NIC Data link (Layer 2)

Access point (AP) Data link (Layer 2)

Data Encapsulation/Decapsulation and OSI

As data moves down the model (and through the devices on that host), it is
encapsulated with a header added to the beginning and a trailer to the end. Once
the data arrives at the receiving host, it moves up the model (and through the
devices) and is decapsulated in that the header and trailer are stripped off as it
moves up.

There are a great many topics beneath exam objective 1.1. In the interest
of our discussion building in a logical way, the focus here is still on the
networking model in order to complete the discussion of it. Later in this
chapter, we visit headers again and some of the other topics the



objectives include but that do not fit well with the dialogue yet.

ExamAlert

Adding protocol information to data as it passes through layers is known

as encapsulation. Removing protocol information to data as it passes
through layers is known as decapsulation.

In the encapsulation/decapsulation process, each layer on the receiving host does
the opposite of what was done at that layer on the sending host: the receiving
host’s network layer, for example, strips off what was added by the network
layer on the sending host. Table 2.3 shows what encapsulation/decapsulation
occurs at each of the layers of the OSI model.

TABLE 2.3 OSI Model Encapsulation/Decapsulation

OSI Encapsulation/Decapsulatio Representation
Layer n Function

Applica The data is created in the DATA
tion application(s) and passed

(Layer to/from the Transport layer.
7)

Presenta
tion
(Layer
6)

Session
(Layer
5)

Transpo A segment header is added to, SEGMENT HEADER | DATA
rt or removed from, the data.
(Layer



4)
Networ A packet header is added to, PACKET HEADER | SEGMENT

k or removed from, the data. =~ HEADER | DATA

(Layer

3)

Data A frame header is added to, or FRAME HEADER | PACKET

link removed from, the data. HEADER | SEGMENT HEADER |
(Layer DATA | FRAME TRAILER

2) A frame trailer is added to, or

removed from, the data.

It should be noted that the Physical layer (Layer 1) does not appear in Table 2.3
because it does not add or remove anything, but sends what it has (on the
sending host) and receives what comes to it (on the receiving host).

It should also be noted that the unit of data worked with at each layer of the
model (such as a frame at layer 2 or a packet at layer 3) is called a protocol data
unit (PDU).

Cram Quiz
1. At which OSI layer does an AP operate?
- A. Network
- B. Physical
- C. Data link
- D. Session

2. Which of the following are sublayers of the data link layer?
(Choose two.)

o A. MAC
- B. LCL
— C. Session

~D.LLC



3. At which OSI layers can a switch operate? (Choose two.)
2 A. Layer 1
- B. Layer 2
- C. Layer 3
- D. Layer 4

4. Which of the following OSI layers is responsible for establishing
connections between two devices?

- A. Network
~ B. Transport
— C. Session

- D. Data link

5. What happens to data as it moves from the upper to the lower
layers of the OSI model on a host system?

- A. The header and trailer are stripped off through
decapsulation.

- B. The data is sent in groups of segments that require two
acknowledgments.

— C. The data moves from the physical layer to application layer.

- D. It is encapsulated with a header at the beginning and a
trailer at the end.

Cram Quiz Answers

1. C. A wireless access point (AP) operates at the data link layer of
the OSI model. An example of a network layer device is a router.
An example of a physical layer device is a hub. Session layer
components normally are software, not hardware.

2. A and D. The data link layer is broken into two distinct
sublayers: Media Access Control (MAC) and Logical Link
Control (LLC). LCL is not a valid term. Session is another of the
OSI model layers.



3. B and C. A switch uses the MAC addresses of connected devices
to make its forwarding decisions. Therefore, it is called a data
link, or Layer 2, network device. It can also operate at Layer 3 or
be a multilayer switch. Devices or components that operate at
Layer 1 typically are media based, such as cables or connectors.

Layer 4 components typically are software based, not hardware
based.

4. B. The transport layer is responsible for establishing a connection
between networked devices. The network layer is most
commonly associated with route discovery and datagram delivery.
Protocols at the session layer synchronize the data exchange
between applications on separate devices. Protocols at the data
link layer perform error detection and handling for the transmitted
signals and define the method by which the medium is accessed.

5. D. As data moves down the model (and through the devices on
that host), it is encapsulated with a header added to the beginning
and a trailer to the end. Once the data arrives at the receiving
host, it moves up the model (and through the devices) and is
decapsulated in that the header and trailer are stripped off as it
moves up. In a windowing environment, data is sent in groups of
segments that require only one acknowledgment. On the sending
host system, data moves from the application layer down to the
physical layer. On the receiving system, data moves from the
physical layer upwards to the application layer.

Ports and Protocols

» Explain common ports and protocols, their application, and encrypted
alternatives.

CramSaver

If you can correctly answer these questions before going through this
section, save time by skimming the Exam Alerts in this section and then
completing the Cram Quiz at the end of the section.



1. With TCP, a data session is established through a three-step process.
This is known as a three-way

2. What FTP command uploads multiple files to the remote host?
3. The SSH protocol is a more secure alternative to what protocol?

4. What ports do the HTTPS, RDP, and DHCP protocols use?

Answers

1. This is known as a three-way handshake.
2. The mput command uploads multiple files to the remote host in FTP.
3. SSH is a more secure alternative to Telnet.

4. HTTPS uses port 443, RDP uses port 3389, and DHCP uses ports 67
and 68.

When computers were restricted to standalone systems, there was little need for
mechanisms to communicate between them. However, it wasn’t long before the
need to connect computers for the purpose of sharing files and printers became a
necessity. Establishing communication between network devices required more
than a length of cabling; a method or a set of rules was needed to establish how
systems would communicate. Protocols provide that method.

It would be nice if a single protocol facilitated communication between all
devices, but this is not the case. You can use a number of protocols on a network,
each of which has its own features, advantages, and disadvantages. What
protocol you choose can have a significant impact on the network’s functioning
and performance. This section explores some of the more common protocols you
can expect to work with as a network administrator.

Connection-Oriented Protocols Versus Connectionless Protocols

Before getting into the characteristics of the various network protocols and
protocol suites, you must first identify the difference between connection-
oriented and connectionless protocols.



In a connection-oriented communication, data delivery is guaranteed. The
sending device resends any packet that the destination system does not receive.
Communication between the sending and receiving devices continues until the
transmission has been verified. Because of this, connection-oriented protocols
have a higher overhead and place greater demands on bandwidth.

ExamAlert

Connection-oriented protocols such as TCP can accommodate lost or
dropped packets by asking the sending device to retransmit them. They

can do this because they wait for all the packets in a message to be
received before considering the transmission complete. On the sending
end, connection-oriented protocols also assume that a lack of
acknowledgment is sufficient reason to retransmit.

In contrast to connection-oriented communication, connectionless protocols such
as User Datagram Protocol (UDP) offer only a best-effort delivery mechanism.
Basically, the information is just sent; there is no confirmation that the data has
been received. If an error occurs in the transmission, there is no mechanism to
resend the data, so transmissions made with connectionless protocols are not
guaranteed. Connectionless communication requires far less overhead than
connection-oriented communication, so it is popular in applications such as
streaming audio and video, where a small number of dropped packets might not
represent a significant problem.

ExamAlert

As you work through the various protocols, keep an eye out for those

that are connectionless and those that are connection oriented. Also, look
for protocols such as TCP that guarantee delivery of data and those such
as UDP that are a fire-andforget or best-delivery method.

Internet Protocol

Internet Protocol (IP), which is defined in RFC 791, is the protocol used to



transport data from one node on a network to another. IP is connectionless,
which means that it doesn’t guarantee the delivery of data; it simply makes its
best effort to do so. To ensure that transmissions sent via IP are completed, a
higher-level protocol such as TCP is required.

In this chapter and throughout the book, the term Request For Comments
(RFC) is used. RFCs are standards published by the Internet Engineering
Task Force (IETF) and describe methods, behaviors, research, or
innovations applicable to the operation of the Internet and Internet-
connected systems. Each new RFC has an associated reference number.
Looking up this number gives you information on the specific
technology. For more information on RFCs, look for the Internet
Engineering Task Force online.

ExamAlert

IP operates at the network layer of the OSI model.

In addition to providing best-effort delivery, IP also performs fragmentation and
reassembly tasks for network transmissions. Fragmentation is necessary because
the maximum transmission unit (MTU) size is limited in IP. In other words,
network transmissions that are too big to traverse the network in a single packet
must be broken into smaller chunks and reassembled at the other end. Another
function of IP is addressing. IP addressing is a complex subject. Refer to Chapter
3, “Addressing, Routing, and Switching,” for a complete discussion of IP
addressing.

Transmission Control Protocol

Transmission Control Protocol (TCP), which is defined in RFC 793, is a
connection-oriented transport layer protocol. Being connection-oriented means
that TCP establishes a mutually acknowledged session between two hosts before
communication takes place. TCP provides reliability to IP communications.



Specifically, TCP adds features such as flow control, sequencing, and error
detection and correction. For this reason, higher-level applications that need
guaranteed delivery use TCP rather than its lightweight and connectionless
brother, UDP.

How TCP Works

When TCP wants to open a connection with another host, it follows this
procedure:

1. It sends a message called a SYN to the target host.

2. The target host opens a connection for the request and sends back an
acknowledgment message called an ACK (or SYN ACK).

3. The host that originated the request sends back another acknowledgment,
saying that it has received the ACK message and that the session is ready
to be used to transfer data.

When the data session is completed, a similar process is used to close the
session. This three-step session establishment and acknowledgment process is
called the TCP three-way handshake.

ExamAlert

TCP operates at the transport layer of the OSI model.

TCP is a reliable protocol because it has mechanisms that can accommodate and
handle errors. These mechanisms include timeouts, which cause the sending host
to automatically retransmit data if its receipt is not acknowledged within a given
time period.

User Datagram Protocol

User Datagram Protocol (UDP), which is defined in RFC 768, is the brother of
TCP. Like TCP, UDP is a transport protocol, but the big difference is that UDP
does not guarantee delivery like TCP does. In a sense, UDP is a “fire-and-forget”
protocol; it assumes that the data sent will reach its destination intact. The
checking of whether data is delivered is left to upper-layer protocols. UDP
operates at the transport layer of the OSI model.



Unlike TCP, with UDP no session is established between the sending and
receiving hosts, which is why UDP is called a connectionless protocol. The
upshot of this is that UDP has much lower overhead than TCP. A TCP packet
header has 14 fields, whereas a UDP packet header has only 4 fields. Therefore,
UDP is much more efficient than TCP. In applications that don’t need the added
features of TCP, UDP is much more economical in terms of bandwidth and
processing effort.
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Remember that TCP is a connection-oriented protocol and UDP is a
connectionless protocol.

Internet Control Message Protocol

Internet Control Message Protocol (ICMP), which is defined in RFC 792, is a
protocol that works with the IP layer to provide error checking and reporting
functionality. In effect, ICMP is a tool that IP uses in its quest to provide best-
effort delivery.

ICMP can be used for a number of functions. Its most common function is
probably the widely used and incredibly useful ping utility, which can send a
stream of ICMP echo requests to a remote host. If the host can respond, it does
so by sending echo reply messages back to the sending host. In that one simple
process, ICMP enables the verification of the protocol suite configuration of both
the sending and receiving nodes and any intermediate networking devices.

However, ICMP’s functionality is not limited to the use of the ping utility. ICMP
also can return error messages such as “Destination unreachable” and “Time
exceeded.” (The former message is reported when a destination cannot be
contacted and the latter when the time to live [TTL] of a datagram has been
exceeded.)

In addition to these and other functions, ICMP performs source quench. In a
source quench scenario, the receiving host cannot handle the influx of data at the
same rate as the data is sent. To slow down the sending host, the receiving host
sends ICMP source quench messages, telling the sender to slow down. This
action prevents packets from dropping and having to be re-sent.



ICMP is a useful protocol. Although ICMP operates largely in the background,
the ping utility makes it one of the most valuable of the protocols discussed in
this chapter.

IPSec

The IP Security (IPSec) protocol is designed to provide secure communications
between systems. This includes system-to-system communication in the same
network, as well as communication to systems on external networks. IPSec is an
IP layer security protocol that can both encrypt and authenticate network
transmissions. In a nutshell, IPSec is composed of two separate protocols:
Authentication Header (AH) and Encapsulating Security Payload (ESP). AH
provides the authentication and integrity checking for data packets, and ESP
provides encryption services.
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[PSec relies on two underlying protocols: AH and ESP. AH provides
authentication services, and ESP provides encryption services.

Using both AH and ESP, data traveling between systems can be secured,
ensuring that transmissions cannot be viewed, accessed, or modified by those
who should not have access to them. It might seem that protection on an internal
network is less necessary than on an external network; however, much of the
data you send across networks has little or no protection, allowing unwanted
eyes to see it.

The Internet Engineering Task Force (IETF) created IPSec, which you
can use on both IPv4 and IPv6 networks.

[PSec provides three key security services:

p Data verification: Verifies that the data received is from the intended



source

» Protection from data tampering: Ensures that the data has not been
tampered with or changed between the sending and receiving devices

» Private transactions: Ensures that the data sent between the sending and
receiving devices is unreadable by any other devices

[PSec operates at the network layer of the Open Systems Interconnection (OSI)
reference model and provides security for protocols that operate at the higher
layers. Thus, by using IPSec, you can secure practically all TCP/IP-related
communications.

Generic Routing Encapsulation

Generic Routing Encapsulation (GRE) is a Cisco-created tunneling protocol. It
is an encapsulating protocol used to wrap data and securely send it across VPNs
and Point-to-Point (or point-to-multipoint) links.

File Transfer Protocol

As its name suggests, File Transfer Protocol (FTP) provides for the uploading
and downloading of files from a remote host running FTP server software. As
well as uploading and downloading files, FTP enables you to view the contents
of folders on an FTP server and rename and delete files and directories if you
have the necessary permissions. FTP, which is defined in RFC 959, uses TCP as
a transport protocol to guarantee delivery of packets.

FTP has weak security mechanisms used to authenticate users. However, rather
than create a user account for every user, you can configure FTP server software
to accept anonymous logons. When you do this, the username is anonymous, and
the password normally is the user’s email address. Most FTP servers that offer
files to the general public operate in this way. Even when logins are used, FTP is
still considered insecure in today’s environment. SFTP/SSH should be used in its
place in almost every scenario.

In addition to being popular as a mechanism for distributing files to the general
public over networks such as the Internet, FTP can also be used by organizations
that need to frequently exchange large files with other people or organizations.
Such a system can be used when the files being exchanged are larger than can be
easily accommodated using email. A number of apps/programs are available that
simplify the process. For example, FileZilla is a cross-platform graphical FTP,



SFTP, and FTPS file management tool for Windows, Linux, macOS, and more
(more information on FileZilla can be found at
https://sourceforge.net/projects/filezilla/).
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Remember that FTP is an application layer protocol. FTP uses ports 20
and 21 and sends information unencrypted, making it unsecure.

All the common network operating systems offer FTP server capabilities;
however, whether you use them depends on whether you need FTP services. All
popular workstation operating systems offer FTP client functionality, although it
is common to use third-party utilities such as FileZilla (mentioned earlier),
CuteFTP, or SmartFTP instead. By default, FTP operates on ports 20 and 21.

FTP assumes that files uploaded or downloaded are straight text (that is, ASCII)
files. If the files are not text, which is likely, the transfer mode must be changed
to binary. With sophisticated FTP clients, such as CuteFTP, the transition
between transfer modes is automatic. With more basic utilities, you must
manually perform the mode switch.

Unlike some of the other protocols discussed in this chapter that perform tasks
transparent to the user, FTP is an application layer service frequently called
upon. Therefore, it can be useful to know some of the commands supported by
FTP. If you use a client such as CuteFTP, you might never need to use these
commands, but they are useful to know in case you use a command-line FTP
client. Table 2.4 lists some of the most commonly used FTP commands.

ExamAlert

You might be asked to identify the appropriate FTP command to use in a
given situation.

TABLE 2.4 Commonly Used FTP Commands

Command Description
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Is Lists the files in the current directory on the remote system

Changes the working directory on the remote host

cd
led Changes the working directory on the local host
C
Uploads a single file to the remote host
put
. Downloads a single file from the remote host
ge
Uploads multiple files to the remote host
mput
Downloads multiple files from the remote host
mget
. Switches transfers into binary mode
binary
. Switches transfers into ASCII mode (the default)
ascii
Secure Shell

Created by students at the Helsinki University of Technology, Secure Shell (SSH)
is a secure alternative to Telnet. SSH provides security by encrypting data as it
travels between systems. This makes it difficult for hackers using packet sniffers
and other traffic-detection systems. It also provides more robust authentication
systems than Telnet.

Two versions of SSH are available: SSH1 and SSH2. Of the two, SSH2 is
considered more secure. The two versions are incompatible. If you use an SSH
client program, the server implementation of SSH that you connect to must be
the same version. By default, SSH operates on port 22.

Although SSH, like Telnet, is associated primarily with UNIX and Linux



systems, implementations of SSH are available for all commonly used
computing platforms, including Windows and macOS.
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Remember that SSH uses port 22 and is a more secure alternative to
Telnet.

Secure File Transfer Protocol

One of the big problems associated with FTP is that it is considered unsecure.
Even though simple authentication methods are associated with FTP, it is still
susceptible to relatively simple hacking approaches. In addition, FTP transmits
data between sender and receiver in an unencrypted format. By using a packet
sniffer, a hacker could easily copy packets from the network and read the
contents. In today’s high-security computing environments, you need a more
robust solution.

That solution is the Secure File Transfer Protocol (SFTP), which, based on
Secure Shell (SSH) technology, provides robust authentication between sender
and receiver. It also provides encryption capabilities, which means that even if
packets are copied from the network, their contents remain hidden from prying
eyes.

SFTP is implemented through client and server software available for all
commonly used computing platforms. SFTP uses port 22 (the same port SSH
uses) for secure file transfers.

Telnet

Telnet, which is defined in RFC 854, is a virtual terminal protocol. It enables
sessions to be opened on a remote host, and then commands can be executed on
that remote host. For many years, Telnet was the method by which clients
accessed multiuser systems such as mainframes and minicomputers. It also was
the connection method of choice for UNIX systems. Today, Telnet is still used to
access routers and other managed network devices. By default, Telnet operates
on port 23.

One of the problems with Telnet is that it is not secure. As a result, remote



session functionality is now almost always achieved by using alternatives such
as SSH.
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Telnet is used to access UNIX and Linux systems. Telnet uses port 23
and is insecure. SSH is considered the secure replacement for Telnet.

Simple Mail Transfer Protocol

Simple Mail Transfer Protocol (SMTP), which is defined in RFC 821, is a
protocol that defines how mail messages are sent between hosts. SMTP uses
TCP connections to guarantee error-free delivery of messages. SMTP is not
overly sophisticated and requires that the destination host always be available.
For this reason, mail systems spool incoming mail so that users can read it later.
How the user then reads the mail depends on how the client accesses the SMTP
server. The default port used by SMTP is 25.

SMTP can be used to both send and receive mail. Post Office Protocol
version 3 (POP3) and Internet Message Access Protocol version 4
(IMAP4) can be used only to receive mail.

Domain Name System (DNS)

Domain Name System (DNS)—also known as Domain Name Service—resolves
hostnames, such as www.pearsonitcertification.com, to IP addresses, such as
168.146.67.180. By default, DNS operates on port 53 and it constitutes one of
the few network services that CompTIA wants you to know quite a bit about. As
such, it is discussed in more detail in the third section of this chapter.

Dynamic Host Configuration Protocol (DHCP)

Dynamic Host Configuration Protocol (DHCP) is defined in RFC 2131. It
enables ranges of IP addresses, known as scopes, or predefined groups of
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addresses within address pools to be defined on a system running a DHCP server
application. When another system configured as a DHCP client is initialized, it
asks the server for an address and is leased one. By default, DHCP uses ports 67
and 68. Figure 2.3 shows an example of a configuration interface for DHCP on a
SOHO router.

Connectivity
View and change rouler seftings
Router Details | Eot DHCP Server [ Enabl
1 |10
245
1440
1 0 0 0 0
0 |i0 |0 (o
0 0 0 0
¢ |0 jjo [0

DHCF Reservations

Configuring DHCP on a SOHO router

DNS, DHCP, and NTP appear in the exam objectives for this section, but
also appear in much more depth in the next set of objectives. To avoid
overlap with the discussion of the objectives, all three are discussed in
more depth later in this chapter.



Trivial File Transfer Protocol

A variation on FTP is Trivial File Transfer Protocol (TFTP), which is also a file
transfer mechanism. However, TFTP does not have the security capability or the
level of functionality that FTP has. TFTP, which is defined in RFC 1350, is most
often associated with simple downloads, such as those associated with
transferring firmware to a device such as a router and booting diskless
workstations.

Another feature that TFTP does not offer is directory navigation. Whereas in
FTP, commands can be executed to navigate and manage the file system, TFTP
offers no such capability. TFTP requires that you request not only exactly what
you want but also the particular location. Unlike FTP, which uses TCP as its
transport protocol to guarantee delivery, TFTP uses UDP. By default, TFTP
operates on port 69.
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TFTP is an application layer protocol that uses UDP, which is a

connectionless transport layer protocol. For this reason, TFTP is called a
connectionless file transfer method.

Hypertext Transfer Protocol

Hypertext Transfer Protocol (HTTP), which is defined in RFC 2068, is the
protocol that enables text, graphics, multimedia, and other material to be
downloaded from an HTTP server. HTTP defines what actions can be requested
by clients and how servers should answer those requests.

In a practical implementation, HTTP clients (that is, web browsers) make
requests on port 80 in an HTTP format to servers running HTTP server
applications (that is, web servers). Files created in a special language such as
Hypertext Markup Language (HTML) are returned to the client, and the
connection is closed.



Make sure that you understand that HTTP is a connection-oriented
protocol that uses TCP as a transport protocol. By default, it operates at

port 80.

Today, HTTP over port 80 is considered insecure and often replaced by HTTPS
(over port 443). Both HTTP and HTTPS use a uniform resource locator (URL)
to determine what page should be downloaded from the remote server. The URL
contains the type of request (for example, http:// or https://), the name of the
server contacted (for example, www.microsoft.com or just microsoft.com since
the web portion is the default), and optionally the page requested (for example,
/support). The result is the syntax that Internet-savvy people are familiar with:
https://support.microsoft.com/.

Network Time Protocol (NTP)

Network Time Protocol (NTP), which is defined in RFC 958, is the part of the
TCP/IP protocol suite that facilitates the communication of time between
systems. NTP operates over UDP port 123.

Post Office Protocol Version 3/Internet Message Access Protocol
Version 4

Both Post Office Protocol Version 3 (POP3), which is defined in RFC 1939, and
Internet Message Access Protocol Version 4 (IMAP4), the latest version of which
is defined in RFC 1731, are mechanisms for downloading, or pulling, email from
a server. They are necessary because although the mail is transported around the
network via SMTP, users cannot always immediately read it, so it must be stored
in a central location. From this location, it needs to be downloaded or retrieved,
which is what POP3 and IMAP4 enable you to do.

POP3 and IMAP4 are popular, and many people access email through
applications that are POP3 and IMAP4 clients. The default port for POP3 is 110,
and for IMAPA4, the default port is 143.

One of the problems with POP3 is that the password used to access a mailbox is
transmitted across the network in clear text. This means that if people want to,
they could determine your POP3 password with relative ease. This is an area in
which IMAP4 offers an advantage over POP3. It uses a more sophisticated
authentication system, which makes it more difficult for people to determine a
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password.
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POP3 and IMAP4 can be used to download, or pull, email from a server,

but they cannot be used to send mail. That function is left to SMTP,
which can both send and receive. Also remember, POP3 uses port 110
and IMAP4 uses port 143.

Although accessing email by using POP3 and IMAP4 has many
advantages, such systems rely on servers to hold the mail until it is
downloaded to the client system. In today’s world, a more sophisticated
solution to anytime/anywhere email access is needed. For many people,
that solution is web-based mail. Having an Internet-based email account
enables you to access your mail from anywhere and from any device that
supports a web browser. Recognizing the obvious advantages of such a
system, all the major email systems have, for some time, included web
access gateway products.

Simple Network Management Protocol

The Simple Network Management Protocol (SNMP) uses port 161 to send data
and port 162 to receive it. It enables network devices to communicate
information about their state to a central system. It also enables the central
system to pass configuration parameters to the devices.
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SINMP uses ports 161 and 162. It is a protocol that facilitates network

management functionality. It is not, in itself, a
, simply the protocol that makes NMS possible.




Components of SNMP

In an SNMP configuration, a central system known as a manager acts as the
central communication point for all the SNMP-enabled devices on the network.
On each device to be managed and monitored via SNMP, software called an
SNMP agent is set up and configured with the manager’s IP address. Depending
on the configuration, the SNMP manager then communicates with and retrieves
information from the devices running the SNMP agent software. In addition, the
agent can communicate the occurrence of certain events to the SNMP manager
as they happen. These messages are known as traps. Figure 2.4 shows how an
SNMP system works.

Network Management
System Manager

A

Trap messages
= ([l

Server running Server running Router running
SNMP agent SNMP agent SNMP agent
How SNMP works

As Figure 2.4 illustrates, there are a number of components to SNMP. The
following discussion looks at the management system, the agents, the
management information base, and communities.

SNMP Management Systems



An SNMP management system is a computer running a special piece of software
called a network management system (NMS). These software applications can be
free, or they can cost thousands of dollars. The difference between the free
applications and those that cost a great deal of money normally boils down to
functionality and support. All NMS applications, regardless of cost, offer the
same basic functionality. Today, most NMS applications use graphical maps of
the network to locate a device and then query it. The queries are built in to the
application and are triggered by pointing and clicking. You can issue SNMP
requests from a command-line utility, but with so many tools available, this is
unnecessary.

Some people call SNMP managers or NMSs trap managers. This
reference is misleading, however, because an NMS can do more than just
accept trap messages from agents.

Using SNMP and an NMS, you can monitor all the devices on a network,
including switches, hubs, routers, servers, and printers, as well as any device that
supports SNMP, from a single location. Using SNMP, you can see the amount of
free disk space on a server in Jakarta or reset the interface on a router in Helsinki
—all from the comfort of your desk in San Jose. Such power, though, brings
with it some considerations. For example, because an NMS enables you to
reconfigure network devices, or at least get information from them, it is common
practice to implement an NMS on a secure workstation platform such as a Linux
or Windows server and to place the NMS PC in a secure location.

SNMP Agents

Although the SNMP manager resides on a PC or server, each device that is part
of the SNMP structure also needs to have SNMP functionality enabled. This is
performed through a software component called an agent.

An SNMP agent can be any device that can run a small software component that
facilitates communication with an SNMP manager. SNMP agent functionality is
supported by almost any device designed to be connected to a network.

In addition to providing a mechanism for managers to communicate with them,



agents can tell SNMP managers when a threshold is surpassed. When this
happens, on a device running an SNMP agent, a trap is sent to the NMS, and the
NMS then performs an action, depending on the configuration. Basic NMS
systems might sound an alarm or flash a message on the screen. Other more
advanced products might dial a cell phone or send an email message.

Management Information Bases

Although the SNMP trap system might be the most commonly used aspect of
SNMP, manager-to-agent communication is not a one-way street. In addition to
reading information from a device using the SNMP commands Get and Get
Next, SNMP managers can issue the Set command. If you have a large sequence
of Get Next commands to perform, you can use the Walk command to
automatically move through them. The purpose of this command is to save a
manager’s time: you issue one command on the root node of a subtree, and the
command “walks” through, getting the value of every node in the subtree.

To demonstrate how SNMP commands work, imagine that you and a friend each
have a list on which the following four words are written: four, book, sky, and
table. If you, as the manager, ask your friend for the first value, she, acting as the
agent, can reply “four.” This is analogous to an SNMP Get command. Now, if
you ask for the next value, she would reply “book.” This is analogous to an
SNMP Get Next command. If you then say “set green,” and your friend changes
the word book to green, you have performed the equivalent of an SNMP Set
command. Sound simplistic? If you can imagine expanding the list to include
100 values, you can see how you could navigate and set any parameter in the
list, using just those commands. The key, though, is to make sure that you and
your friend have exactly the same list—which is where Management
Information Bases (MIBs) come in.

SNMP uses databases of information called MIBs to define what parameters are
accessible, which of the parameters are read-only, and which can be set. MIBs
are available for thousands of devices and services, covering every imaginable
need.

To ensure that SNMP systems offer cross-platform compatibility, MIB creation
is controlled by the International Organization for Standardization (ISO). An
organization that wants to create a MIB can apply to the ISO. The ISO then
assigns the organization an ID under which it can create MIBs as it sees fit. The
assignment of numbers is structured within a conceptual model called the
hierarchical name tree.



SNMP Communities

Another feature of SNMP that enables manageability is communities. SNMP
communities are logical groupings of systems. When a system is configured as
part of a community, it communicates only with other devices that have the same
community name. In addition, it accepts Get, Get Next, or Set commands only
from an SNMP manager with a community name it recognizes. Typically, two
communities are defined by default: a public community, intended for read-only
use, and a private community, intended for read-and-write operations.

ExamAlert

For the exam, you should understand the SNMP concepts of Get, Trap,
Walk, and MIBS.

Whether you use SNMP depends on how many devices you have and how
distributed your network infrastructure is. Even in environments that have just a
few devices, SNMP can be useful because it can act as your eyes and ears,
notifying you if a problem on the network occurs.

SNMPv3

SNMP, which runs by default on port 161, is now on its third version, and this
version has some significant differences. One of the most noticeable changes is
that, unlike SNMPv1 and SNMPv2, SNMPv3 supports authentication and
encryption:

» Authentication: Authentication protocols ensure that the message is from
a valid source.

» Encryption: Encryption protocols ensure that data cannot be read by
unintended sources.
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You might be asked to know the differences between SNMPv2 and
SNMPv3. Remember, SNMPv3 supports authentication and encryption.




Lightweight Directory Access Protocol

Lightweight Directory Access Protocol (LDAP) is a protocol that provides a
mechanism to access and query directory services systems. LDAP uses port 389.
In the context of the Network+ exam, these directory services systems are most
likely to be UNIX/Linux based or Microsoft Active Directory based. Although
LDAP supports command-line queries executed directly against the directory
database, most LDAP interactions are via utilities such as an authentication
program (network logon) or locating a resource in the directory through a search
utility.

Hypertext Transfer Protocol Secure

One of the downsides of using HTTP is that HTTP requests are sent in clear text.
For some applications, such as e-commerce, this method to exchange
information is unsuitable—a more secure method is needed. The solution is
Hypertext Transfer Protocol Secure (HTTPS), which encrypts the information
sent between the client and host (changing the port from 80 to 443). The data is
encrypted using Transport Layer Security (TLS) or, formerly, Secure Sockets
Layer (SSL). The protocol is therefore also referred to as HTTP over TLS, or
HTTP over SSL.

For HTTPS to be used, both the client and server must support it. All popular
browsers now support HTTPS, as do web server products, such as Microsoft
Internet Information Services (IIS), Apache, and almost all other web server
applications that provide sensitive applications. When you access an application
that uses HTTPS, the URL starts with https rather than http—for example,
https://www.mybankonline.com.

Server Message Block

Server Message Block (SMB) is used on a network for providing access to
resources such as files, printers, ports, and so on that are running on Windows. If
you were wanting to connect Linux-based hosts to Windows-shared printers, for
example, you would need to implement support for SMB; it runs, by default, on
port 445.

One of the most common ways of implementing SMB support is by running
Samba.

Syslog
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Most UNIX/Linux-based systems include the capability to write messages
(either directly or through applications) to log files via syslog. This can be done
for security or management reasons and provides a central means by which
devices that otherwise could not write to a central repository can easily do so
(often by using the logger utility). The default port is 514.

SMTP TLS

SMTP TLS, more commonly known as SMTPS (Simple Mail Transfer Protocol
Secure) uses transport layer security (TLS) to provide authentication of the
communication partners along with data integrity and confidentiality by
wrapping SMTP data in TLS. This is similar to how HTTPS wraps HTTP data
inside TLS. The default port is 587.

Some implementations of SMTP with security use port 465. This port
was proposed for SMTP with SSL and was never officially approved. It
is good practice to avoid using this port and to use 587 instead.

LDAPS

Lightweight Directory Access Protocol over SSL (LDAPS), also known as Secure
LDAP, adds an additional layer of security to LDAP. It operates at port 636 and
differs from LDAP in two ways: (1) upon connection, the client and server
establish a TLS session before any LDAP messages are transferred (without a
start operation) and (2) the LDAPS connection must be closed if TLS closes.
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Remember that LDAP uses port 389, and LDAPS (secure LDAP) uses
port 636.

IMAP over SSL
When security is added to IMAP, through the use of SSL/TLS, the default port



changes from 143 to 993.

POP3 over SSL

When security is added to POP3, through the use of SSL/TLS, the default port
changes from 110 to 995.

SQL, SQLnet, and MySQL

The SQL database server uses port 1433 by default, while Oracle’s SQLnet uses
port 1521 and the default port for MySQL is 3306. The most common language
used to speak to databases is Structured Query Language (SQL). SQL allows
queries to be configured in real time and passed to database servers. This
flexibility causes a major vulnerability when it isn’t implemented securely.

Most commercial relational database management systems (Oracle,
Microsoft SQL Server, MySQL, PostgreSQL, and so forth) use SQL. A
NoSQL database is a relatively new phenomenon—it is a relational
database that does not use SQL. These databases are less common than
relational databases but often used where scaling is important.

Remote Desktop Protocol

Remote Desktop Protocol (RDP) is used in a Windows environment for remote
connections. It operates, by default, on port 3389. Remote Desktop Services
(RDS, formerly known as Terminal Services) provides a way for a client system
to connect to a server, such as Windows Server, and, by using RDP, operate on
the server as if it were a local client application. Such a configuration is known
as thin client computing, whereby client systems use the resources of the server
instead of their local processing power.

Windows Server products and recent Windows client systems have built-in
support for remote connections using the Windows program Remote Desktop
Connection. The underlying protocol used to manage the connection is RDP.
RDP is a low-bandwidth protocol used to send mouse movements, keystrokes,
and bitmap images of the screen on the server to the client computer. RDP does



not actually send data over the connection—only screenshots and client
keystrokes.

Session Initiation Protocol

Long-distance calls are expensive, in part because it is costly to maintain phone
lines and employ technicians to keep those phones ringing. Voice over IP (VoIP)
provides a cheaper alternative for phone service. VoIP technology enables
regular voice conversations to occur by traveling through IP packets and via the
Internet. VoIP avoids the high cost of regular phone calls by using the existing
infrastructure of the Internet. No monthly bills or expensive long-distance
charges are required. But how does it work?

Like every other type of network communication, VoIP requires protocols to
make the magic happen. For VoIP, one such protocol is Session Initiation
Protocol (SIP), which is an application layer protocol designed to establish and
maintain multimedia sessions, such as Internet telephony calls. This means that
SIP can create communication sessions for such features as
audio/videoconferencing, online gaming, and person-to-person conversations
over the Internet. SIP does not operate alone; it uses TCP or UDP as a transport
protocol. Remember, TCP enables guaranteed delivery of data packets, whereas
UDP is a fire-and-forget transfer protocol. The default ports for SIP are 5060 and
5061.
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SIP operates at the application layer of the OSI model and is used to
maintain a multimedia session. SIP uses ports 5060 and 5061.

Tip

SIP also includes a suite of security services, which include denial-of-
service (DoS) prevention, authentication (both user-to-user and proxy-to-
user), integrity protection, and encryption and privacy services.

Understanding Port Functions



As protocols were mentioned in this chapter, the default ports were also given.
Each TCP/IP or application has at least one default port associated with it. When
a communication is received, the target port number is checked to determine
which protocol or service it is destined for. The request is then forwarded to that
protocol or service. For example, consider HTTPS, whose assigned port number
is 443. When a web browser forms a request for a secure web page, that request
is sent to port 443 on the target system. When the target system receives the
request, it examines the port number. When it sees that the port is 443, it
forwards the request to the web server application.

TCP/IP has 65,535 ports available, with 0 to 1023 labeled as the well-known
ports. Although a detailed understanding of the 65,535 ports is not necessary for
the Network+ exam, you need to understand the numbers of some well-known
ports. Network administration often requires you to specify port assignments
when you work with applications and configure services. Table 2.5 shows some
of the most common port assignments.

ExamAlert

You should concentrate on the information provided in and
apply it to any port-related questions you might receive on the exam. For

example, the exam may present you with a situation in which you can’t
access a particular service; you may have to determine whether a port is
open or closed on a firewall.

TABLE 2.5 TCP/UDP Port Assignments for Commonly Used Protocols

Protocol Port Assignment
TCP Ports

FTP 20/21

SSH/SFTP 22

Telnet 23

SMTP 25

DNS 53

HTTP 80



POP3 110

IMAP4 143
LDAP 389
HTTPS 443
SMB 445
SMTP TLS 587
LDAPS 636
IMAP over SSL 993
POP3 over SSL 995
SQL Server 1433
SQLnet 1521
MySQL 3306
RDP 3389
SIP 5060/5061
UDP Ports

DNS 53
DHCP (and BOOTP server) 67
DHCP (and BOOTP client) 68
TFTP 69

NTP 123
SNMP 161/162
Syslog 514
RDP 3389
SIP 5060/5061



The term well-known ports identifies the ports ranging from 0 to 1023.
If/when an exam question refers to “well-known ports,” this is what it

refers to.

You might have noticed in Table 2.5 that two ports are associated with
FTP (and some other protocols, as well). With FTP, port 20 is considered
the data port, and port 21 is considered the control port. In practical use,
FTP connections use port 21. Port 20 is rarely used in modern
implementations.

Cram Quiz
1. TCP is an example of what kind of transport protocol?
O A. Connection oriented
© B. Connection reliant
o C. Connection dependent
O D. Connectionless

2. Which of the following are considered transport protocols?
(Choose the two best answers.)

0 A. TCP
~B.IP
o C. UDP
~ D. THC
3. What is the function of NTP?

D A. It provides a mechanism for the sharing of authentication
information.



— B. It is used to access shared folders on a Linux system.

~ C. It is used to communicate utilization information to a
central manager.

— D. It is used to communicate time synchronization information
between systems.

4. Which of the following protocols offers guaranteed delivery?
~ A. FTP
~ B. POP
- C.IP
~ D. TCP
5. By default, which protocol uses port 68?
~ A. DHCP
~ B. DNS
- C. SMB
~ D. SMTP
6. What are SNMP databases called?
- A. HOSTS
~ B. MIBs
- C. WINS
> D. Agents
7. What are logical groupings of SNMP systems known as?
~ A. Communities
~ B. Pairs
— C. Mirrors
- D. Nodes

8. What are two features supported in SNMPv3 and not previous
versions?



2 A. Authentication
- B. Dynamic mapping
- C. Platform independence

- D. Encryption
Cram Quiz Answers

1. A. TCP is an example of a connection-oriented transport protocol.
UDP is an example of a connectionless protocol. Connection
reliant and connection dependent are not terms commonly
associated with protocols.

2. A and C. Both TCP and UDP are transport protocols. IP is a
network protocol, and THC is not a valid protocol.

3. D. NTP is used to communicate time-synchronization information
between devices. Network File System (INFS) is a protocol
typically associated with accessing shared folders on a Linux
system. Utilization information is communicated to a central
management system most commonly by using SNMP.

4. D. TCP is a connection-oriented protocol that guarantees delivery
of data. FTP is a protocol used to transfer large blocks of data.
POP stands for Post Office Protocol and is not the correct choice.
IP is a network layer protocol responsible for tasks such as
addressing and route discovery.

5. A. DHCP uses port 68 by default (along with 67). DNS uses port
53, SMB uses 445, and SMTP uses port 25.

6. B. SNMP uses databases of information called MIBs to define
what parameters are accessible, which of the parameters are read-
only, and which can be set.

7. A. SNMP communities are logical groupings of systems. When a
system is configured as part of a community, it communicates
only with other devices that have the same community name.

8. A and D. SNMPv3 supports authentication and encryption.



Network Services

» Explain the use and purpose of network services.

CramSaver

If you can correctly answer these questions before going through this
section, save time by skimming the Exam Alerts in this section and then
completing the Cram Quiz at the end of the section.

1. What is the name used for ranges of IP addresses available within
DHCP?

2. What is the name of the packet on a system configured to use DHCP
broadcasts when it comes onto the network?

3. What is dynamic DNS?

4. Within DNS, what is the domain name, along with any subdomains,
called?

Answers

1. Within DHCP, ranges of IP addresses are known as scopes.

2. When a system configured to use DHCP comes onto the network, it
broadcasts a special packet that looks for a DHCP server. This packet
is known as the DHCPDISCOVER packet.

3. Dynamic DNS is a newer system that enables hosts to be dynamically
registered with the DNS server.

4. The domain name, along with any subdomains, is called the fully
qualified domain name (FQDN) because it includes all the
components from the top of the DNS namespace to the host.

Network services provide functionality enabling the network to operate. There
are a plethora of services available, but three you need to know for the exam are



DNS, DHCP, and NTP.

Domain Name Service (DNS)

DNS performs an important function on TCP/IP-based networks. It resolves
hostnames, such as www.quepublishing.com, to IP addresses, such as
209.202.161.67. Such a resolution system makes it possible for people to
remember the names of and refer to frequently used hosts using easy-to-
remember hostnames rather than hard-to-remember IP addresses. By default,
DNS operates on port 53.

Like other TCP/IP-based services, DNS is a platform-independent
protocol. Therefore, it can be used on Linux, UNIX, Windows, and
almost every other platform.

In the days before the Internet, the network that was to become the Internet used
a text file called HOSTS to perform name resolution. The HOSTS file was
regularly updated with changes and distributed to other servers. Following is a
sample of some entries from a HOSTS file:

Click here to view code image

192.168.3.45 serverl s1 #The main file and print server
192.168.3.223 Mail mailserver #The email server
127.0.0.1 localhost

A comment in the HOSTS file is preceded by a hash symbol (#).

As you can see, the host’s IP address is listed, along with the corresponding
hostname. You can add to a HOSTS file aliases of the server names, which in
this example are s1 and mailserver. All the entries must be added manually, and
each system to perform resolutions must have a copy of the file.


http://www.quepublishing.com

Even when the Internet was growing at a relatively slow pace, such a mechanism
was both cumbersome and prone to error. It was obvious that as the network
grew, a more automated and dynamic method of performing name resolution
was needed. DNS became that method.

Tip

HOSTS file resolution is still supported by most platforms. If you need
to resolve just a few hosts that will not change often or at all, you can
still use the HOSTS file for this.

DNS solves the problem of name resolution by offering resolution through
servers configured to act as name servers. The name servers run DNS server
software, which enables them to receive, process, and reply to requests from
systems that want to resolve hostnames to IP addresses. Systems that ask DNS
servers for a hostname-to-IP address mapping are called resolvers or DNS
clients. Figure 2.5 shows the DNS resolution process. In this example, the client
asks to reach the first server at mycoltd.com; the router turns to the DNS server
for an IP address associated with that server; and after the address is returned,
the client can establish a connection.

Router Server1.mycoltd.com

A

Target can then be contacted by IP address



FIGURE 2.5 The DNS resolution process

Because the DNS namespace (which is discussed in the following section) is
large, a single server cannot hold all the records for the entire namespace. As a
result, there is a good chance that a given DNS server might not resolve the
request for a certain entry. In this case, the DNS server asks another DNS server
if it has an entry for the host.

One of the problems with DNS is that, despite all its automatic resolution
capabilities, entries and changes to those entries must still be manually
performed. A strategy to solve this problem is to use Dynamic DNS
(DDNS), a newer system that enables hosts to be dynamically registered
with the DNS server. When changes are made in real time to hostnames,
addresses, and related information, there is less likelihood of not finding
a server or site that has been recently added or changed.

ExamAlert

You might be asked to identify the difference between DNS and DDNS.

To speed up resolution, the client will often store the results of resolution locally
(in the browser quite often) so that it does not have to query again if the same
resolution needs to be done. This is known as DNS caching, and this is also done
by caching nameservers (also known as recursive nameservers). Since it is
possible that values change (a different IP address issued to a host than it
previously had), caches typically come with TTL (time to live) values and time
out after a while.

The DNS Namespace

DNS operates in the DNS namespace. This space has logical divisions
hierarchically organized. At the top level are domains such as .com
(commercial) and .edu (education), as well as domains for countries, such as .uk



(United Kingdom) and .de (Germany). Below the top level are subdomains or
second-level domains associated with organizations or commercial companies,
such as Red Hat and Microsoft. Within these domains, hosts or other
subdomains can be assigned. For example, the server ftp.redhat.com would be in
the redhat.com domain. Figure 2.6 shows a DNS hierarchical namespace.

GOV UK

ACME REDHAT MICROSOFT WHITEHOUSE .CO

ftp.redhat.com

s1.support.acme.com ftp.mycoltd.co.uk

FIGURE 2.6 ADNS hierarchical namespace

ExamAlert

The domain name, along with any subdomains, is called the
because it includes all the components
from the top of the DNS namespace to the host.

Many people refer to DNS as resolving FQDNs to IP addresses. An




example of an FQDN is www.comptia.org, where www is the host,
comptia is the second-level domain, and org is the top-level domain.

The lower domains are largely open to use in whatever way the domain name
holder sees fit. However, the top-level domains are relatively closely controlled.
Table 2.6 lists a selection of the most widely used top-level DNS domain names.
Recently, a number of top-level domains were added, mainly to accommodate
the increasing need for hostnames. While root DNS servers directly answer
requests for records in the root zone, and answer other requests, they also return
lists of the authoritative name servers for the top-level domain (TLD) being
sought.

Selected Top-Level Domains in the DNS Namespace

Top-Level Domain Intended Purpose

Name

com Commercial organizations

edu Educational organizations/establishments

gov U.S. government organizations/establishments

net Network providers/centers

org Not-for-profit and other organizations

mil Military

arpa Reverse DNS lookup

de A country-specific domain—in this case,
Germany*

*In addition to country-specific domains, many countries have created
subdomains that follow roughly the same principles as the original top-level
domains (such as co.uk and gov.nz).

Although the assignment of domain names is supposed to conform to the
structure shown in Table 2.6, the assignment of names is not as closely
controlled as you might think. It’s not uncommon for some domain names to be


http://www.comptia.org

used for other purposes, such as .org or .net being used for business.

Although the primary function of DNS is to resolve hostnames to IP
addresses, you can also have DNS perform IP address-to-hostname
resolution. This process is called reverse lookup, which is accomplished
by using pointer (PTR) records.

ExamAlert

For the exam, know that PTR records are used for reverse lookup
functions.

Two other words often used with DNS queries are iterative and recursive. An
iterative lookup is one in which the client just keeps querying the server. A
recursive lookup is one in which the server does not have the answer the client is
looking for and forwards the request on to another DNS server in search of the
answer. To use a silly analogy, an iterative lookup would be similar to asking
your mother every five minutes if you can go outside and getting the same “no”
answer over and over, while a recursive lookup would be her telling you to go
ask your father.

Types of DNS Entries

Although the most common entry in a DNS database is an A (address) record,
which maps a hostname to an IP address, DNS can hold numerous other types of
entries as well. Some are the MX record, which can map entries that correspond
to mail exchanger systems, and CNAME (canonical record name), which can
create alias records for a system. A system can have an A record and then
multiple CNAME entries for its aliases. A DNS table with all these types of
entries might look like this:

Click here to view code image

fileserve.mycoltd.com IN A 192.168.33.2
email.mycoltd.com IN A 192.168.33.7



fileprint.mycoltd.com IN CNAME fileserver.mycoltd.com
mailer.mycoltd.com IN MX 10 email.mycoltd.com

As you can see, rather than map to an actual IP address, the CNAME and MX
record entries map to another host, which DNS in turn can resolve to an IP
address.

DNS Records

Each DNS name server maintains information about its zone, or domain, in a
series of records, known as DNS resource records. There are several DNS
resource records; each contains information about the DNS domain and the
systems within it. These records are text entries stored on the DNS server. Some
of the DNS resource records include the following:

» Start of Authority (SOA): This is a record of information containing data
on DNS zones and other DNS records. A DNS zone is the part of a
domain for which an individual DNS server is responsible. Each zone
contains a single SOA record.

» Name Server (NS): This record stores information that identifies the name
servers in the domain that store information for that domain.

» Service Locator (SRV): This is a generalized service location record, used
for newer protocols instead of creating protocol-specific records such as
MX.

» Canonical Name (CNAME): This record stores additional hostnames, or
aliases, for hosts in the domain. A CNAME specifies an alias or nickname
for a canonical hostname record in a Domain Name Service (DNS)
database. CNAME records give a single computer multiple names
(aliases).

» Pointer (PTR): This record is a pointer to the canonical name, which is
used to perform a reverse DNS lookup, in which case the name is returned
when the query originates with an IP address.

ExamAlert

The most common type of DNS zone is the forward lookup zone, which
allows DNS clients to obtain information such as IP addresses that




correspond to DNS domain names. Remember that a reverse lookup
zone maps from IP addresses back to DNS domain names.

» IPv6 Address (AAAA): This record stores information for IPv6 (128-bit)
addresses. It is most commonly used to map hostnames to an IP address
for a host.

» IPv4 Address (A): This record stores information for IPv4 (32-bit)
addresses. It is most commonly used to map hostnames to an IP address
for a host.

» Text (TXT): This field was originally created to carry human-readable text
in a DNS record, but that purpose has long since passed. Today, it is more
common that it holds machine-readable data, such as SPF (Sender Policy
Framework) and DKIM (DomainKeys Identified Mail).

» Mail Exchange (MX): This record stores information about where mail
for the domain should be delivered.

ExamAlert

The exam objectives specifically list DNS records. You should expect to

see a question about records A, MX, AAAA, CNAME, NS, SRV, TXT,
or PTR.

DNS in a Practical Implementation

In a real-world scenario, whether you use DNS is almost a nonissue. If you have
Internet access, you will most certainly use DNS, but you are likely to use the
DNS facilities of your Internet service provider (ISP) rather than have your own
internal DNS server—this is known as external DNS. However, if you operate a
large, complex, multiplatform network, you might find that internal DNS servers
are necessary. The major network operating system vendors know that you might
need DNS facilities in your organization, so they include DNS server
applications with their offerings, making third-party/cloud-hosted DNS a
possibility. Google, for example, offers Cloud DNS, which is “low latency, high
availability and is a cost-effective way to make your applications and services



available to your users” (for more information, see
https://cloud.google.com/dns/).

It is common practice for workstations to be configured with the IP addresses of
two DNS servers for fault tolerance (configured via the Alternate Configuration
tab in Windows, for example). The importance of DNS, particularly in
environments in which the Internet is heavily used, cannot be overstated. If DNS
facilities are not accessible, the Internet effectively becomes unusable, unless
you can remember the IP addresses of all your favorite sites.

Domain Name System Security Extensions (DNSSEC) is a suite of IETF
specifications for securing certain kinds of information provided by DNS. As it
was originally designed, DNS did not include any security features. DNSSEC
not only adds security features to DNS but is also designed to be backward
compatible.

Windows Internet Name Service (WINS)

On Windows networks, you can use a system called WINS to enable
Network Basic Input/Output System (NetBIOS) names to be resolved to IP
addresses. NetBIOS name resolution is necessary on Windows networks so
that systems can locate and access each other by using the NetBIOS
computer name rather than the IP address. It’s a lot easier for a person to
remember a computer called secretary than to remember its IP address,
192.168.2.34. The NetBIOS name needs to be resolved to an IP address and
subsequently to a MAC address (by ARP).

NetBIOS name resolution can be performed three ways on a network. The
simplest way is to use a WINS server on the network that automatically
performs the NetBIOS name resolution. If a WINS server is not available,
NetBIOS name resolution can be performed statically using an LMHOSTS
file. Using an LMHOSTS file requires that you manually configure at least
one text file with the entries. As you can imagine, this can be a time-
consuming process, particularly if the systems on the network frequently
change. The third method, and the default, is that systems resolve NetBIOS
names using broadcasts. This approach has two problems. First, the
broadcasts create additional network traffic, and second, the broadcasts
cannot traverse routers unless the router is configured to forward them. This
means that resolutions between network segments are impossible.


https://cloud.google.com/dns/

Dynamic Host Configuration Protocol

One method to assign IP addresses to hosts is to use static addressing. This
process involves manually assigning an address from those available to you and
allowing the host to always use that address. The problems with this method
include the difficulty in managing addresses for a multitude of machines and
efficiently and effectively issuing them.

ExamAlert

Be sure to know the difference between static and dynamic IP addressing
as you study for the Network+ exam.

DHCP, which is defined in RFC 2131, enables ranges of IP addresses, known as
scopes or predefined groups of addresses within address pools to be defined on a
system running a DHCP server application. When another system configured as
a DHCP client is initialized, it asks the server for an address. If all things are as
they should be, the server assigns an address from the scope to the client for a
predetermined amount of time, known as the lease or lease time.

At various points during the TTL of the lease time (normally the 50 percent and
85 percent points), the client attempts to renew the lease from the server. If the
server cannot perform a renewal, the lease expires at 100 percent, and the client
stops using the address.

In addition to an IP address and the subnet mask, the DHCP server can supply
many other pieces of information; however, exactly what can be provided
depends on the DHCP server implementation. In addition to the address
information, the default gateway is often supplied, along with DNS information.

In addition to having DHCP supply a random address from the scope, you can
configure scope options, such as having it supply a specific address to a client.
Such an arrangement is known as a reservation (see Figure 2.7). Reservations
are a means by which you can still use DHCP for a system but at the same time
guarantee that it always has the same IP address. When based on the MAC
address, this is known as MAC reservations. DHCP can also be configured for
exclusions, also called IP exclusions. In this scenario, certain IP addresses are



not given out to client systems.

DHCP Reservations

Reserved Addresses

Device Name Assign IP Address To: MAC Address

Manually add device reservation

Add reservations by selecting from your DHCP list

Device Name Interface IP Address MAC Address | Select
Amanda's iPhone Wireless 192.168.1.147 94:94:26E4814F | |
Chrig’s iPhone I Wireless 1021681134 | 640ABEAS2824 | [ |

 NetworkDevice |  Ofine | 1921681436 | 2S:EFEI'.I'I:E.9::SE:E;E_”_lju
BRWO080827891B0 Wireless 192.168.1.100 00:80:92:78:91:80 O
ALIENBOX LAN 192.168.1.119 00:25:64:8C:9E:BF [ :
XPS8300 LAN 192.168.1.125 78:2B.CB:A3.CFEB L] I

FIGURE 2.7 DHCP reservations

The advantages of using DHCP are numerous. First, administrators do not need
to manually configure each system. Second, human error, such as the assignment
of duplicate IP addresses, is eliminated. Third, DHCP removes the need to
reconfigure systems if they move from one subnet to another, or if you decide to
make a wholesale change in the IP addressing structure. The downsides are that
DHCEP traffic is broadcast based and thus generates network traffic—albeit a
small amount. Finally, the DHCP server software must be installed and
configured on a server, which can place additional processor load (again,
minimal) on that system. From an administrative perspective, after the initial



configuration, DHCP is about as maintenance-free as a service can get, with only
occasional monitoring normally required.

ExamAlert

DHCEP is a protocol-dependent service and is not platform dependent.
This means that you can use, for instance, a Linux DHCP server for a
network with Windows clients or with Linux clients. Although the

DHCEP server offerings in the various network operating systems might
slightly differ, the basic functionality is the same across the board.
Likewise, the client configuration for DHCP servers running on a
different operating system platform is the same as for DHCP servers
running on the same base operating system platform.

The DHCP Process

To better understand how DHCP works, spend a few minutes looking at the
processes that occur when a DHCP-enabled client connects to the network.
When a system configured to use DHCP comes onto the network, it broadcasts a
special packet that looks for a DHCP server. This packet is known as the
DHCPDISCOVER packet. The DHCP server, which is always on the lookout for
DHCPDISCOVER broadcasts, picks up the packet and compares the request
with the scopes it has defined. If it finds that it has a scope for the network from
which the packet originated, it chooses an address from the scope, reserves it,
and sends the address, along with any other information, such as the lease
duration, to the client. This is known as the DHCPOFFER packet. Because the
client still does not have an IP address, this communication is also achieved via
broadcast. By default, DHCP operates on ports 67 and 68.

ExamAlert

Remember that DHCP operates on ports 67 and 68.

When the client receives the offer, it looks at the offer to determine if it is
suitable. If more than one offer is received, which can happen if more than one



DHCP server is configured, the offers are compared to see which is best. Best in
this context can involve a variety of criteria but normally is the length of the
lease. When the selection process completes, the client notifies the server that
the offer has been accepted, through a packet called a DHCPREQUEST packet.
At this point the server finalizes the offer and sends the client an
acknowledgment. This last message, which is sent as a broadcast, is known as a
DHCPACK packet. After the client system receives the DHCPACK, it initializes
the TCP/IP suite and can communicate on the network.

DHCP and DNS Suffixes

In DNS, suffixes define the DNS servers to be used and the order in which to use
them. DHCP settings can push a domain suffix search list to DNS clients. When
such a list is specifically given to a client, the client uses only that list for name
resolution. With Linux clients, this can occur by specifying entries in the
resolve.conf file.

ExamAlert

Know that DHCP can provide DNS suffixes to clients.

DHCP Relays and IP Helpers

On a large network, the DHCP server can easily get bogged down trying to
respond to all the requests. To make the job easier, DHCP relays help make the
job easier. A DHCP relay is nothing more than an agent on the router that acts as
a go-between for clients and the server. This feature is useful when working with
clients on different subnets, because a client cannot communicate directly with
the server until it has the IP configuration information assigned to it.

One level above DHCP relay is IP helper. These two terms are often used as
synonyms, but they are not; a better way to think of it is with IP helper being a
superset DHCP relay. IP helper will, by default, forward broadcasts for
DHCP/BOOTP, TFTP, DNS, TACACS/TACACS+, the time service, and the
NetBIOS name/datagram service (ports 137—139). You can disable the additional
traffic (or add more), but by default IP helper will do more than a DHCP relay.



ExamAlert

Know that an IP helper can do more than a DHCP relay agent.

Network Time Protocol

Network Time Protocol (NTP) is one of the oldest Internet protocols in current
use. It is the part of the TCP/IP protocol suite that facilitates the communication
of time between systems. NTP operates over UDP port 123. The idea is that one
system configured as a time provider transmits time information to other systems
that can be both time receivers and time providers for other systems.

Time synchronization is important in today’s IT environment because of the
distributed nature of applications. Two good examples of situations in which
time synchronization is important are email and directory services systems. In
each of these cases, having time synchronized between devices is important
because without it there would be no way to keep track of changes to data and
applications.

NTP uses a hierarchical, semi-layered system of time sources wherein each level
of the hierarchy is termed a stratum. Each stratum/level is assigned a number
starting with zero for the reference clock at the top and incrementing from there
with the number representing the distance from the reference clock: this means
that a server synchronized to a stratum n server runs at stratum n + 1. This
numbering is used to prevent cyclical dependencies in the hierarchy, but stratum
is not always an indication of quality or reliability. It is possible to find a stratum
server with a higher number (for example, 3) that is of higher quality than a
stratum 2 time source.

In many environments, external time sources such as radio clocks, Global
Positioning System (GPS) devices, and Internet-based time servers are used as
sources of NTP time. In others, the system’s BIOS clock is used. Regardless of
what source is used, the time information is communicated between devices by
using NTP.

Specific guidelines dictate how NTP should be used. You can find these



“rules of engagement” at
http://support.ntp.org/bin/view/Servers/RulesOfEngagement. Note that
the site uses HTTP, as opposed to HTTPS, and should not be considered
secure.

ExamAlert

Remember that NTP is used for time synchronization and is
implemented over UDP port 123.

NTP server and client software is available for a variety of platforms and
devices. If you want a way to ensure time synchronization between devices, look
to NTP as a solution.

Cram Quiz

1. One of the programmers has asked that DHCP always issue his
workstation the same IP address. What feature of DHCP enables
you to accomplish this?

D A. Stipulation
M B. Rider

) C. Reservation
D D. Provision

2. Which of the following is not a common packet sent during the
normal DHCP process?

~ A. DHCPACK
~ B. DHCPPROVE
~ C. DHCPDISCOVER
~ D. DHCPOFFER

3. During a discussion with your ISP’s technical support


http://support.ntp.org/bin/view/Servers/RulesOfEngagement

representative, she mentions that you might have been using the
wrong FQDN. Which TCP/IP-based network service is she
referring to?

- A. DHCP
- B. WINS
- C. SNMP
- D. DNS

4. Which DNS record stores additional hostnames, or aliases, for
hosts in the domain?

~ A. ALSO
~ B. ALIAS
~ C. CNAME
~D. PTR

5. Which DNS record is most commonly used to map hostnames to
an IP address for a host with IPv6?

SAA

o B. AAAA
o C. MX

> D. PTR

Cram Quiz Answers

1. C. Reservations are specific addresses reserved for clients.

2. B. DHCPPROVE is not a common packet. The other choices
presented (DHCPACK, DHCPDISCOVER, and DHCPOFFER)
are part of the normal process.

3. D. DNS is a system that resolves hostnames to IP addresses. The
term FQDN is used to describe the entire hostname. None of the
other services use FQDNs.

4. C. The CNAME record stores additional hostnames, or aliases,



for hosts in the domain. There is not an ALSO record or ALIAS,
and PTR is used for reverse lookups.

5. B. The AAAA record is most commonly used to map hostnames
to an IP address for a host with IPv6. The A record is not used for
this purpose. MX identifies the mail exchanger, and PTR is used
for reverse lookup.

What’s Next?

The TCP/IP suite is the most widely implemented protocol on networks today.
As such, it is an important topic on the Network+ exam. Chapter 3, “Addressing,
Routing, and Switching,” starts by discussing one of the more complex facets of
TCP/IP: 1P addresses.



Chapter 3

Addressing, Routing, and Switching

4 N
This chapter covers the following official Network+ objectives:

» Given a scenario, configure a subnet and use appropriate IP addressing
schemes.

» Compare and contrast routing technologies and bandwidth management
concepts.

» Given a scenario, configure and deploy common Ethernet switching
features.

This chapter covers CompTIA Network+ objectives 1.4, 2.2, and 2.3. For
more information on the official Network+ exam topics, see the “About the

Network+ Exam” section in the Introduction.
G J

Without question, TCP/IP is the most widely implemented protocol suite on
networks today. As such, it is an important topic on the Network+ exam. To pass
the exam, you definitely need to understand the material presented in this
chapter.

This chapter deals with the concepts that govern routing and switching. It starts,
however, by discussing one of the more complex facets of TCP/IP: addressing.

IP Addressing

» Given a scenario, configure a subnet and use appropriate IP
addressing schemes.

CramSaver




If you can correctly answer these questions before going through this section,
save time by skimming the Exam Alerts in this section and then completing
the Cram Quiz at the end of the section.

1. How many octets does a Class A address use to represent the network
portion?

2. What is the range that Class C addresses span in the first octet?
3. What are the reserved private IPv4 ranges for private networks?

Answers

1. A Class A address uses only the first octet to represent the network
portion, a Class B address uses two octets, and a Class C address uses
three octets.

2. Class C addresses span from 192 to 223, with a default subnet mask of
255.255.255.0.

3. A private network is any network to which access is restricted.
Reserved IP addresses are 10.0.0.0 to 10.255.255.255, 172.16.0.0 to
172.31.0.0, and 192.168.0.0 to 192.168.255.255.

IP addressing is one of the most challenging aspects of TCP/IP. It can leave even
the most seasoned network administrators scratching their heads. Fortunately, the
Network+ exam requires only a fundamental knowledge of IP addressing. The
following sections look at how IP addressing works for both IPv4 and the newest
version of IP: IPv6.

To communicate on a network using TCP/IP, each system must be assigned a
unique address. The address defines both the number of the network to which the
device is attached and the number of the node on that network. In other words,
the IP address provides two pieces of information. It’s a bit like a street name
and house number in a person’s home address.

ExamAlert



A node or host is any device connected to the network. A node might be

a client computer, a server computer, a pI‘thEI‘, a router, or a gateway.

Each device on a logical network segment must have the same network address
as all the other devices on the segment. All the devices on that network segment
must then have different node (host) addresses.

In IP addressing, another set of numbers, called a subnet mask, defines which
portion of the IP address refers to the network address and which refers to the
node (host) address.

IP addressing is different in IPv4 and IPv6. The discussion begins by looking at
IPv4.

IPv4

An IPv4 address is composed of four sets of 8 binary bits, which are called
octets. The result is that IP addresses contain 32 bits. Each bit in each octet is
assigned a decimal value. The far-left bit has a value of 128, followed by 64, 32,
16, 8, 4, 2, and 1, left to right.

Each bit in the octet can be either a 1 or a 0. If the value is 1, it is counted as its
decimal value, and if it is 0, it is ignored. If all the bits are 0, the value of the
octet is 0. If all the bits in the octet are 1, the value is 255, which is 128 + 64 +
32+16+8+4+2+1.

By using the set of 8 bits and manipulating the 1s and 0s, you can obtain any
value between 0 and 255 for each octet.

Table 3.1 shows some examples of decimal-to-binary value conversions.

TABLE 3.1 Decimal-to-Binary Value Conversions

Decimal Value Binary Value Decimal Calculation

10 00001010 8+2=10
192 11000000 128 + 64 =192
205 11001101 128+ 64+8+4+1=205

223 11011111 128 +64+16+8+4+2+1=223



IP Address Classes

IP addresses are grouped into logical divisions called classes. The IPv4 address
space has five address classes (A through E); however, only three (A, B, and C)
assign addresses to clients. Class D is reserved for multicast addressing, and
Class E is reserved for future development and research.

Of the three classes available for address assignments, each uses a fixed-length
subnet mask to define the separation between the network and the node (host)
address. A Class A address uses only the first octet to represent the network
portion; a Class B address uses two octets; and a Class C address uses the first
three octets. The upshot of this system is that Class A has a small number of
network addresses, but each Class A address has a large number of possible host
addresses. Class B has a larger number of networks, but each Class B address
has a smaller number of hosts. Class C has an even larger number of networks,
but each Class C address has an even smaller number of hosts. The exact
numbers are provided in Table 3.2.

Be prepared for questions asking you to identify IP class ranges, such as the IP
range for a Class A network.

IPv4 Address Classes and the Number of Available
Network/Host Addresses

Address Range Number of = Number of Hosts Per Binary Value of

Class Networks Network First Octet

A 1to 126 16,777,214 OXXXXXXX
126

B 128 to 16,384 65,534 10xxxXXX
191

C 192 to 2,097,152 254 110xxxxx
223

D 224 to N/A N/A 1110xxxx
239

E 240 to N/A N/A 1111xxxx

255



Notice in Table 3.2 that the network number 127 is not included in any of
the ranges. The 127.0.0.1 network ID is reserved for the IPv4 local
loopback. The local loopback is a function of the protocol suite used in
the troubleshooting process.

ExamAlert

For the Network+ exam, be prepared to identify into which class a given

address falls. Also be prepared to identify the IPv4 loopback address.
The loopback address is 127.0.0.1.

Subnet Mask Assignment

Like an IP address, a subnet mask is most commonly expressed in 32-bit dotted-
decimal format. Unlike an IP address, though, a subnet mask performs just one
function: it defines which parts of the IP address refers to the network address
and which refers to the node (host) address. Each class of the IP address used for
address assignment has a default subnet mask associated with it. Table 3.3 lists
the default subnet masks.

TABLE 3.3 Default Subnet Masks Associated with IP Address Classes

Address Class Default Subnet Mask
A 255.0.0.0

B 255.255.0.0

C 255.255.255.0

ExamAlert

You will likely see questions about address classes and the




corresponding default subnet mask. Review before taking the

exainm.

Subnetting

Now that you have looked at how IPv4 addresses are used, you can learn the
process of subnetting. Subnetting is a process by which the node (host) portions
of an IP address create more networks than you would have if you used the
default subnet mask.

To illustrate subnetting, for example, suppose that you have been assigned the
Class B address 150.150.0.0. Using this address and the default subnet mask,
you could have a single network (150.150) and use the rest of the address as
node (host) addresses. This would give you a large number of possible node
addresses, which in reality is probably not useful. With subnetting, you use bits
from the node portion of the address to create more network addresses. Doing so
reduces the number of nodes per network, but you probably will still have more
than enough.

Following are two main reasons for subnetting:

» It enables you to more effectively use IP address ranges.

» It makes IP networking more secure and manageable by providing a
mechanism to create multiple networks rather than having just one. Using
multiple networks confines traffic to the network that it needs to be on,
which reduces overall network traffic levels. Multiple subnets also create
more broadcast domains, which in turn reduces network-wide broadcast
traffic. A difference exists between broadcast domains and collision
domains: the latter is all the connected nodes, whereas the former is all the
logical nodes that can reach each other. As such, collision domains are
typically subsets of broadcast domains.

ExamAlert

Subnetting does not increase the number of IP addresses available. It

increases the number of network IDs and, as a result, decreases the
number of node IDs per network. It also creates more broadcast
domains. Broadcasts are not forwarded by routers, so they are limited to




the network on which they originate.

With Variable Length Subnet Masking (VLSM), it is possible to use a different
subnet mask for the same network number on different subnets. This way, a
network administrator can use a long mask on networks with few hosts and a
short mask on subnets with many hosts, thus allowing each subnet in a routed
system to be correctly sized for the required size. The routing protocol used
(EIGRP, OSPF, RIPv2, IS-IS, or BGP) must be able to advertise the mask for
each subnet in the routing update, which means that it must be classless.
Classless interdomain routing is discussed shortly.

Identifying the Differences Between IPv4 Public and Private
Networks

IP addressing involves many considerations, not the least of which are public
and private networks:
» A public network is a network to which anyone can connect. The best (and

perhaps only pure) example of such a network is the Internet.

» A private network is any network to which access is restricted. A corporate
network and a network in a school are examples.

The Internet Assigned Numbers Authority (IANA) is responsible for
assigning IP addresses to public networks. However, because of the
workload involved in maintaining the systems and processes to do this,
[IANA has delegated the assignment process to a number of regional
authorities. For more information, visit www.iana.org/numbers.

The main difference between public and private networks, other than access—a
private network is tightly controlled and access to a public network is not—is
that the addressing of devices on a public network must be carefully considered.
Addressing on a private network has a little more latitude.

As already discussed, for hosts on a network to communicate by using TCP/IP,


http://www.iana.org/numbers

they must have unique addresses. This number defines the logical network that
each host belongs to and the host’s address on that network. On a private
network with, for instance, three logical networks and 100 nodes on each
network, addressing is not a difficult task. On a network on the scale of the
Internet, however, addressing is complex.

If you connect a system to the Internet, you need to get a valid registered IP
address. Most commonly, you obtain this address from your Internet service
provider (ISP). Alternatively, if you want a large number of addresses, for
example, you could contact the organization responsible for address assignment
in your area. You can determine who the regional numbers authority for your
area is by visiting the IANA website.

Because of the nature of their business, ISPs have large blocks of IP addresses
that they can assign to their clients. If you need a registered IP address, getting
one from an ISP is almost certainly a simpler process than going through a
regional numbers authority. Some ISP plans include blocks of registered IP
addresses, working on the principle that businesses want some kind of
permanent presence on the Internet. However, if you discontinue your service
with the ISP, you can no longer use the provided IP address.

Private Address Ranges

To provide flexibility in addressing, and to prevent an incorrectly configured
network from polluting the Internet, certain address ranges are set aside for
private use. These address ranges are called private ranges because they are
designated for use only on private networks. These addresses are special because
Internet routers are configured to ignore any packets they see that use these
addresses. This means that if a private network “leaks” onto the Internet, it won’t
get any farther than the first router it encounters. So a private address cannot be
on the Internet because it cannot be routed to public networks.

Three ranges are defined in RFC 1918: one each from Classes A, B, and C. You
can use whichever range you want; however, the Class A and B address ranges
offer more addressing options than Class C. Table 3.4 defines the private address
ranges for Class A, B, and C addresses.

TABLE 3.4 Private Address Ranges
Class Address Range Default Subnet Mask



A 10.0.0.0 to 10.255.255.255 255.0.0.0
B 172.16.0.0 to 172.31.255.255 255.255.0.0
C 192.168.0.0 to 192.168.255.255 255.255.255.0

ExamAlert

You can expect questions on RFC 1918, private IP address ranges, and
their corresponding default subnet masks.

Classless Interdomain Routing

Classless interdomain routing (CIDR) is an IPv4 method of assigning addresses
outside the standard Class A, B, and C structure. Specifying the number of bits
in the subnet mask offers more flexibility than the three standard class
definitions.

Using CIDR, addresses are assigned using a value known as the slash. The
actual value of the slash depends on how many bits of the subnet mask are used
to express the network portion of the address. For example, a subnet mask that
uses all 8 bits from the first octet and 4 from the second would be described as
/12, or “slash 12.” A subnet mask that uses all the bits from the first three octets
would be called /24. Why the slash? In addressing terms, the CIDR value is
expressed after the address, using a slash. So, the address 192.168.2.1/24 means
that the node’s IP address is 192.168.2.1, and the subnet mask is 255.255.255.0.

You can find a great CIDR calculator that can compute values from
ranges at www.subnet-calculator.com/.

ExamAlert

You will likely see IP addresses in their CIDR format on the exam. Be
sure that you understand CIDR addressing and [Pv4 notation for the
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exain.

Default Gateways

Default gateways are the means by which a device can access hosts on other
networks for which it does not have a specifically configured route. Most
workstation configurations default to using default gateways rather than having
any static routes configured. This enables workstations to communicate with
other network segments or with other networks, such as the Internet.

ExamAlert

You will be expected to identify the purpose and function of a default

gateway. You may also be asked to place the IP address of the default
gateway (or other specified system) in the correct location within a
performance-based question.

When a system wants to communicate with another device, it first determines
whether the host is on the local network or a remote network. If the host is on a
remote network, the system looks in the routing table to determine whether it has
an entry for the network on which the remote host resides. If it does, it uses that
route. If it does not, the data is sent to the default gateway.

Although it might seem obvious, it’s worth mentioning that the default
gateway must be on the same network as the nodes that use it.

In essence, the default gateway is simply the path out of the network for a given
device. Figure 3.1 shows how a default gateway fits into a network
infrastructure.



192.168.1.20
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192.168.1.119 192.168.1.140 192.168.1.145 192.168.1.152

192.168.1.1/60.4.7.6
Server acting asl default gateway

FIGURE 3.1 The role of a default gateway

On the network, a default gateway could be a router or a computer with network
interfaces (multihomed) for all segments to which it is connected. These
interfaces have local IP addresses for the respective segments. If a system is not
configured with any static routes or a default gateway, it is limited to operating
on its own network segment.

ExamAlert

For the exam, know that any system that does not have a default gateway

or any static routes configured is limited to operating on its own network
segment.

Virtual IP



A virtual IP address (VIP) is an IP address assigned to multiple applications and
is often used in high availability implementations. Data packets coming in are
sent to the address and that routes them to the correct network interfaces. This
allows hosting of different applications and virtual appliances on servers with
only one (logical) IP address.

IPv4 Address Types

[Pv4 has three primary address types: unicast, broadcast, and multicast. You
need to distinguish among these three types of IPv4 addresses.

Unicast Address

With a unicast address, a single address is specified. Data sent with unicast
addressing is delivered to a specific node identified by the address. It is a point-
to-point, one-to-one, address link.

Broadcast Address

A broadcast address is at the opposite end of the spectrum from a unicast
address. A broadcast address is an IP address that you can use to target all
systems on a subnet or network instead of single hosts. In other words, a
broadcast message goes to everyone (one-to-all) on the network.

Multicast

Multicasting is a mechanism by which groups of network devices can send and
receive data between the members of the group at one time (one-to-many),
instead of separately sending messages to each device in the group.

The multicast grouping is established by configuring each device with the same
multicast IP address.

ExamAlert

Know the differences between unicast (one-to-one), broadcast (one-to-
all), and multicast (one-to-many).

IPv6 Addressing



Internet Protocol version 4 (IPv4) has served as the Internet’s protocol for
decades. When IPv4 was in development all those years ago, it would have been
impossible for its creators to imagine or predict the future demand for IP devices
and therefore IP addresses.

There was an IPv5 after IPv4 and before IPv6, but it was an experimental
protocol that never went anywhere.

Where Have All the IPv4 Addresses Gone?

[Pv4 uses a 32-bit addressing scheme. This gives IPv4 a total of 4,294,967,296
possible unique addresses that can be assigned to IP devices. More than 4 billion
addresses might sound like a lot, and it is. However, the number of IP-enabled
devices increases daily at a staggering rate. Not all these addresses can be used
by public networks. Many of these addresses are reserved and are unavailable
for public use. Reserving these addresses reduces the number of addresses that
can be allocated as public Internet addresses.

The IPv6 project started in the mid-1990s, well before the threat of [Pv4
limitations. Now network hardware and software are equipped for and ready to
deploy IPv6 addressing. IPv6 offers a number of improvements. The most
notable is its capability to handle growth in public networks. IPv6 uses a 128-bit
addressing scheme, enabling a huge number of possible addresses:

340,282,366,920,938,463,463,374,607,431,768,211,456

Identifying IPv6 Addresses

As previously discussed, IPv4 uses a dotted-decimal format: 8 bits converted to
its decimal equivalent and separated by periods. An example of an IPv4 address
is 192.168.2.1.

Because of the 128-bit structure of the IPv6 addressing scheme, it looks quite a
bit different. An IPv6 address is divided along 16-bit boundaries, and each 16-bit
block is converted into a four-digit hexadecimal number and separated by
colons. The resulting representation is called colon hexadecimal. Now look at
how it works. Figure 3.2 shows the IPv6 address



2001:0:4137:9e50:2811:341f:3f57:febc from a Windows system.
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FIGURE 3.2 An IPv6 address in a Windows dialog screen

An IPv6 address can be simplified by removing the leading Os within each 16-bit
block. Not all the Os can be removed, however, because each address block must
have at least a single digit. Removing the 0 suppression, the address
representation becomes

2001:0000:4137:9e50:2811:34ff:3f57:febc

Some of the IPv6 addresses you will work with have sequences of 0s. When this
occurs, the number is often abbreviated to make it easier to read. In the
preceding example you saw that a single 0 represented a number set in
hexadecimal form. To further simplify the representation of IPv6 addresses, a
contiguous sequence of 16-bit blocks set to 0 in colon hexadecimal format can
be compressed to ::, known as the double colon.

For example, the IPv6 address of



2001:0000:0000:0000:3cde:37d1:3f57:fe93
can be compressed to
2001::3cde:37d1:3f57:fe93

However, there are limits on how the IPv6 Os can be reduced. Within the IPv6
address, Os cannot be eliminated when they are not first in the number sequence.
For instance, 2001:4000:0000:0000:0000:0000:0000:0003 cannot be compressed
as 2001:4::3. This would actually appear as 2001:4000::3.

When you look at an IPv6 address that uses a double colon, how do you know
exactly what numbers are represented? The formula is to subtract the number of
blocks from 8 and then multiply that number by 16. For example, the address
2001:4000::3 uses three blocks: 2001, 4000, and 3. So the formula is as follows:

(8-3) x 16 = 80

Therefore, the total number of bits represented by the double colon in this
example is 80.

You can remove 0s only once in an IPv6 address. Using a double colon
more than once would make it impossible to determine the number of 0
bits represented by each instance of ::.

IPv6 Address Types

Another difference between IPv4 and IPv6 is in the address types. IPv4
addressing was discussed in detail earlier. IPv6 addressing offers several types of
addresses, as detailed in this section.

Unicast IPv6 Addresses

As you might deduce from the name, a unicast address specifies a single
interface. Data packets sent to a unicast destination travel from the sending host
to the destination host. It is a direct line of communication. A few types of
addresses fall under the unicast banner, as discussed next.



Global Unicast Addresses

Global unicast addresses are the equivalent of IPv4 public addresses. These
addresses are routable and travel throughout the network.

Link-Local Addresses

Link-local addresses are designated for use on a single local network. Link-local
addresses are automatically configured on all interfaces. This automatic
configuration is comparable to the 169.254.0.0/16 APIPA automatically assigned
[Pv4 addressing scheme (discussed shortly). The prefix used for a link-local
address is fe80::/64. On a single-link IPv6 network with no router, link-local
addresses are used to communicate between devices on the link.

Site-Local Addresses

Site-local addresses are equivalent to the IPv4 private address space (10.0.0.0/8,
172.16.0.0/12, and 192.168.0.0/16). As with IPv4, in which private address
ranges are used in private networks, IPv6 uses site-local addresses that do not
interfere with global unicast addresses. In addition, routers do not forward site-
local traffic outside the site. Unlike link-local addresses, site-local addresses are
not automatically configured and must be assigned through either stateless or
stateful address configuration processes. The prefix used for the site-local
address is feC0::/10.

Multicast Addresses

As with IPv4 addresses, multicasting sends and receives data between groups of
nodes. It sends IP messages to a group rather than to every node on the LAN
(broadcast) or just one other node (unicast).

Anycast Addresses

Anycast addresses represent the middle ground between unicast addresses and
multicast addresses. Anycast delivers messages to any one node in the multicast

group.

You might encounter the terms stateful and stateless configuration.



Stateless refers to IP autoconfiguration, in which administrators need not
manually input configuration information. In a stateful configuration
network, devices obtain address information from a server.

ExamAlert

Similar to stateful/stateless, classful and classless are address adjectives
that are often used. Classful means that the address falls into one of the
five IPv4 classes (A, B, C, D, or E), whereas classless uses the CIDR
notation previously discussed.

ExamAlert

Earlier you read that IPv4 reserves 127.0.0.1 as the loopback address.
IPv6 has the same reservation. IPv6 addresses 0:0:0:0:0:0:0:0 and
0:0:0:0:0:0:0:1 are reserved as the loopback addresses. 0:0:0:0:0:0:0:1
shortened is ::1. In CIDR format, the loopback address for [Pv4 is 127.0.
0.1/8; for IPv6, it is ::1/128.

Remember that fe80:: is a private link-local address.

Neighbor Discovery

[Pv6 supports the Neighbor Discovery Protocol (NDP). Operating at the network
layer, it is responsible for address autoconfiguration of nodes, discovery of other
nodes on the link, determining the addresses of other nodes, duplicate address
detection, finding available routers and DNS servers, address prefix discovery,
and maintaining reachability information of other active neighbor nodes.

Comparing IPv4 and IPv6 Addressing
Table 3.5 compares IPv4 and IPv6 addressing.



Automatic Private IP Addressing (APIPA) appears in the table and is
discussed in detail in the section “Automatic Private IP Addressing” later
in this chapter.

TABLE 3.5 Comparing IPv4 and IPv6 Addressing

Address IPv4 Address IPv6 Address
Feature
Loopback 127.0.0.1 0:0:0:0:0:0:0:1 (::1)
address
Network-wide IPv4 public address ranges Global unicast IPv6
addresses addresses
Private network 10.0.0.0 Site-local address ranges
addresses (feCO::)

172.16.0.0

192.168.0.0
Autoconfigured IPv4 automatic private [P Link-local addresses of
addresses addressing (169.254.0.0) the fe80:: prefix

ExamAlert

Make sure that you know the information provided in

IPv6 supports dual stack: this means that both IPv4 and IPv6 can run on
the same network. This capability is extremely useful when transitioning
from one to the other during the adoption and deployment phases. It also
enables the network to continue to support legacy devices that may not
be able to transition.



Assigning IP Addresses

Now that you understand the need for each system on a TCP/IP-based network
to have a unique address, the following sections examine how those systems
receive their addresses.

Static Addressing

Static addressing refers to the manual assignment of IP addresses to a system.
This approach has two main problems:

p Statically configuring one system with the correct address is simple, but in
the course of configuring, for instance, a few hundred systems, mistakes
are likely. If the IP addresses are entered incorrectly, the system probably
cannot connect to other systems on the network.

p If the IP addressing scheme for the organization changes, each system must
again be manually reconfigured. In a large organization with hundreds or
thousands of systems, such a reconfiguration could take a considerable
amount of time. These drawbacks of static addressing are so significant
that nearly all networks use dynamic IP addressing.

Dynamic Addressing

Dynamic addressing refers to the automatic assignment of IP addresses. On
modern networks, the mechanism used to do this is Dynamic Host Configuration
Protocol (DHCP). DHCP, part of the TCP/IP suite, enables a central system to
provide client systems with IP addresses. Automatically assigning addresses with
DHCEP alleviates the burden of address configuration and reconfiguration that
occurs with static IP addressing.

The basic function of the DHCP service is to automatically assign IP addresses
to client systems. To do this, ranges of IP addresses, known as scopes, are
defined on a system running a DHCP server application. When another system
configured as a DHCP client is initialized, it asks the server for an address.

If all things are as they should be, the server assigns an address to the client for a
predetermined amount of time, known as the lease, from the scope.

ExamAlert



As you study DHCP for the exam, make sure you know reservations,
scopes, leases, options, and IP helper/DHCP relay. These topics were
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discussed in ,

3

A DHCP server typically can be configured to assign more than just IP
addresses. It often is used to assign the subnet mask, the default gateway, and
Domain Name Service (DNS) information.

Using DHCP means that administrators do not need to manually configure each
client system with a TCP/IP address. This removes the common problems
associated with statically assigned addresses, such as human error. The potential
problem of assigning duplicate IP addresses is also eliminated. DHCP also
removes the need to reconfigure systems if they move from one subnet to
another, or if you decide to make a wholesale change in the IP addressing
structure.

ExamAlert

Even when a network is configured to use DHCP, several mission-
critical network systems continue to use static addressing: DHCP server,

DNS server, web server, network printers, and more. They do not have
dynamic IP addressing because their IP addresses can never change. If

they do, client systems may be unable to access the resources from that
server.

Configuring a client for TCP/IP can be relatively complex, or it can be simple.
Any complexity involved is related to the possible need to manually configure
TCP/IP. The simplicity is because TCP/IP configuration can occur automatically
via DHCP or through APIPA. At the least, a system needs an IP address and
subnet mask to log on to a network. The default gateway and DNS server IP
information is optional, but network functionality is limited without them. The
following list briefly explains the IP-related settings used to connect to a TCP/IP
network, many of which are shown in Figure 3.3:

» IP address: This value is the unique address that each system must be



assigned so that it can communicate on the network.

» Subnet mask: This value enables the system to determine what portion of
the IP address represents the network address and what portion represents
the node address.

» Default gateway: This value identifies the node on the network that
enables the system to communicate on a remote network, without the need
for explicit routes to be defined.

» DNS server addresses: This value identifies the server that is enabling
dynamic hostname resolution to be performed. It is common practice to
have two DNS server addresses defined so that if one server becomes
unavailable, the other can be used.

Internet Protocol Version 4 (TCP/IPvd) Properties x
General

‘fou can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

() Obtain an IP address automatically

(@ Use the following IP address:

IP address: [192.163. 1 .133 |
Subnet mask: | 255.255.255. 0 |
Default gateway: EETEEER

Obtan DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: [ .8 .48 .8 |

Alternate DNS server: | . ‘ . |

[Jvalidate settings upon exit | Advanced... |
= m—

FIGURE 3.3 Configuration options in Windows for TCP/IP

ExamAlert



At the very minimum, an IP address and subnet mask are required to
connect to a TCP/IP network. With this minimum configuration,

connectivity is limited to the local segment, and DNS resolution is not
possible.

DHCP6 (or, more correctly, DHCPV6) is the IPv6 counterpart to DHCP. It issues
the necessary configuration information for clients on IPv6-based networks.
When it comes to assigning the addresses, the preferred method of assigning IP
addresses in an IPv6 network is to use Stateless Address Auto Configuration
(SLAAC). With SLAAC, devices send the router a request for the network prefix,
and the device then uses the prefix along with its own MAC address to create an
IP address.

BOOT Protocol (BOOTP)

BOOTP was originally created so that diskless workstations could obtain
information needed to connect to the network, such as the TCP/IP address,
subnet mask, and default gateway. Such a system was necessary because diskless
workstations had no way to store the information.

When a system configured to use BOOTP is powered up, it broadcasts for a
BOOTP server on the network. If such a server exists, it compares the MAC
address of the system issuing the BOOTP request with a database of entries.
From this database, it supplies the system with the appropriate information. It
can also notify the workstation about a file that it must run on BOOTP.

In the unlikely event that you use BOOTP, you should be aware that, like DHCP,
it is a broadcast-based system. Therefore, routers must be configured to forward
BOOTP broadcasts.

Automatic Private IP Addressing

Automatic Private IP Addressing (APIPA) was introduced with Windows 98 and
has been included in all subsequent Windows versions. The function of APIPA is
that a system can give itself an IP address if it is incapable of receiving an
address dynamically from a DHCP server. Then APIPA assigns the system an
address from the 169.254.0.0 address range and configures an appropriate subnet
mask (255.255.0.0). However, it doesn’t configure the system with a default
gateway address. As a result, communication is limited to the local network. So,



if you can connect to other devices on a local network but can’t reach the
Internet, for example, it is likely that your DHCP server is down and you are
currently using an APIPA address.

ExamAlert

If a system that does not support APIPA cannot get an address from a

DHCP server, it typically assigns itself an IP address of 0.0.0.0. Keep
this in mind when troubleshooting IP addressing problems on non-
APIPA platforms.

The idea behind APIPA is that systems on a segment can communicate with each
other if DHCP server failure occurs. In reality, the limited usability of APIPA
makes it little more than a last resort. For example, imagine that a system is
powered on while the DHCP server is operational and receives an IP address of
192.168.100.2. Then the DHCP server fails. Now, if the other systems on the
segment are powered on and cannot get an address from the DHCP server
because it is down, they would self-assign addresses in the 169.254.0.0 address
range via APIPA. The systems with APIPA addresses would talk to each other,
but they couldn’t talk to a system that received an address from the DHCP
server. Likewise, any system that receives an IP address via DHCP cannot talk to
systems with APIPA-assigned addresses. This, and the absence of a default
gateway, is why APIPA is of limited use in real-world environments.

ExamAlert

Be prepared to answer APIPA questions. Know what it is and how you
can tell whether you have been assigned an APIPA address and why.

Identifying MAC Addresses

Many times this book refers to MAC addresses and how certain devices use
them. However, it has not yet discussed why MAC addresses exist, how they are
assigned, and what they consist of.



A MAC address is sometimes called a physical address because it is
physically embedded in the interface (network interface card).

A MAC address is a 6-byte (48-bit) hexadecimal address that enables a NIC to
be uniquely identified on the network. The MAC address forms the basis of
network communication, regardless of the protocol used to achieve network
connection. Because the MAC address is so fundamental to network
communication, mechanisms are in place to ensure that duplicate addresses
cannot be used.

To combat the possibility of duplicate MAC addresses being assigned, the
Institute of Electrical and Electronics Engineers (IEEE) took over the
assignment of MAC addresses. But rather than be burdened with assigning
individual addresses, the IEEE decided to assign each manufacturer an ID and
then let the manufacturer further allocate IDs. The result is that in a MAC
address, the first 3 bytes define the manufacturer, and the last 3 are assigned by
the manufacturer.

For example, consider the MAC address of the computer on which this book is
being written: 00:D0:59:09:07:51. The first 3 bytes (00:D0:59) identify the
manufacturer of the card. Because only this manufacturer can use this address, it
is known as the organizational unique identifier (OUI). The last 3 bytes
(09:07:51) are called the universal LAN MAC address: they make this interface
unique. You can find a complete listing of organizational MAC address
assignments at http://standards-oui.ieee.org/oui.txt.

Because MAC addresses are expressed in hexadecimal, only the numbers 0
through 9 and the letters A through F can be used in them. If you get an exam
question about identifying a MAC address and some of the answers contain
letters and numbers other than 0 through 9 and the letters A through F, you can
immediately discount those answers.

You can discover the NIC’s MAC address in various ways, depending on what
system or platform you work on (several of the ways can be found at
https://carleton.ca/its/help-centre/how-to-find-your-mac-address/). Table 3.6
defines various platforms and methods you can use to view an interface’s MAC
address.


http://standards-oui.ieee.org/oui.txt
https://carleton.ca/its/help-centre/how-to-find-your-mac-address/

TABLE 3.6 Methods of Viewing the MAC Addresses of NICs
Platform Method

Windows Enter ipconfig /all at a command prompt.
Linux/some UNIX Enter the ifconfig -a command.

Cisco router Enter the sh int interface name command.

ExamAlert

Be sure that you know the commands used to identify the MAC address
in various operating system formats.

Just as there was fear that there would not be enough IP addresses for all the
devices needed to access the Internet if we stayed with IPv4, there has also been
considerable fear that there are not enough MAC addresses to assign. To deal
with this, 64-bit addresses are now available. The IEEE refers to 48-bit addresses
as EUI-48 (for extended unique identifier) and longer addresses as EUI-64. It is
projected that there are a sufficient number of 48-bit addresses to last for quite
some time, but the IEEE is encouraging the adoption of the 64-bit addressing as
soon as possible. EUI-64 is used to automatically configure IPv6 host addresses
by using the MAC address of its interface to generate a 64-bit interface ID. The
MAC address is split in two and “FFFE” is inserted into the middle. Then the 7th
bit of the interface ID is inverted and EUI-64 uses hyphens between number sets
instead of colons. A good explanation/overview can be found at
https://community.cisco.com/t5/networking-documents/understanding-ipv6-eui-
64-bit-address/ta-p/3116953.

ExamAlert

Be sure that you know what EUI-64 is for the exam.

NAT and PAT

This chapter has defined many acronyms and continues to do so with NAT and


https://community.cisco.com/t5/networking-documents/understanding-ipv6-eui-64-bit-address/ta-p/3116953

PAT. Since the technologies are related, and commonly used, SNAT and DNAT
are also touched on.

NAT

The basic principle of Network Address Translation (NAT) is that many
computers can “hide” behind a single IP address. The main reason you need to
do this (as pointed out earlier in the section “IP Addressing”) is that there aren’t
enough IPv4 addresses to go around. Using NAT means that only one registered
IP address is needed on the system’s external interface, acting as the gateway
between the internal and external networks. Figure 3.4 shows an example of
enabling NAT on a SOHO router.

Connectivity

Viaw and change router sattings

Basic niermat Setlings Local Matwork Advancad Routing

NAT ® Enabled
Dynamic Routing (RIF)
Static Routing

Route name Destination IP address Subnet mask Gatpway Intertace

LANWireless

NAT configuration on a SOHO router

Don’t confuse NAT with proxy servers. The proxy service is different
from NAT, but many proxy server applications do include NAT




functionality.

NAT enables you to use whatever addressing scheme you like on your internal
networks; however, it is common practice to use the private address ranges,
which were discussed earlier.

When a system is performing NAT, it funnels the requests given to it to the
Internet. To the remote host, the request looks like it is originating from a single
address. The system performing the NAT function keeps track of who asked for
what and makes sure that when the data is returned, it is directed to the correct
system. Servers that provide NAT functionality do so in different ways. For
example, you can statically map a specific internal IP address to a specific
external one (known as the one-to-one NAT method) so that outgoing requests
are always tagged with the same IP address. Alternatively, if you have a group of
public IP addresses, you can have the NAT system assign addresses to devices on
a first-come, first-served basis. Either way, the basic function of NAT is the
same.

Tunneling can be used for transmitting packets of one type (such as IPv6) over
another network (such as IPv4). 6to4 is one such tunneling technology, allowing
IPv6 packets to be transmitted over an IPv4 network without having to create a
complex tunnel. It is often used during the transition period when a network is
being updated and is not intended to be a permanent solution. Its counterpart is
4t06.

For a more long-term solution, there is a transition technology known as Teredo
that gives full IPv6 connectivity for IPv6-capable hosts, which are on the IPv4
Internet but lack direct native connection to an IPv6 network. The distinguishing
feature of Teredo is that it can do this from behind NAT devices (such as home
routers). One of the most popular Teredo implementations is Miredo; it is a client
designed to allow full IPv6 connectivity to systems that are strictly [Pv4-based.

PAT

NAT enables administrators to conserve public IP addresses and, at the same
time, secure the internal network. Port Address Translation (PAT) is a variation
on NAT. With PAT, all systems on the LAN are translated to the same IP address,
but with a different port number assignment. PAT is used when multiple clients
want to access the Internet. However, with not enough available public IP



addresses, you need to map the inside clients to a single public IP address. When
packets come back into the private network, they are routed to their destination
with a table within PAT that tracks the public and private port numbers.

When PAT is used, there is a typically only a single IP address exposed to the
public network, and multiple network devices access the Internet through this
exposed IP address. The sending devices, IP address, and port number are not
exposed. For example, an internal computer with the IP address of 192.168.2.2
wants to access a remote web server at address 204.23.85.49. The request goes
to the PAT router, where the sender’s private IP and port number are modified,
and a mapping is added to the PAT table. The remote web server sees the request
coming from the IP address of the PAT router and not the computer actually
making the request. The web server sends the reply to the address and port
number of the router. When received, the router checks its table to see the
packet’s actual destination and forwards it.

ExamAlert

PAT enables nodes on a LAN to communicate with the Internet without
revealing their IP address. All outbound IP communications are

translated to the router’s external IP address. Replies come back to the
router, which then translates them back into the private IP address of the
original host for final delivery.

SNAT

Static Network Address Translation (SNAT) is a simple form of NAT. SNAT
directly maps a private IP address to a static unchanging public IP address. This
enables an internal system, such as a mail server, to have an unregistered
(private) IP address and still be reachable over the Internet. For example, if a
network uses a private address of 192.168.2.1 for a mail server, it can be
statically linked to a public IP address such as 213.23.213.85.

DNAT

To get more granular, Destination Network Address Translation (DNAT) can be
implemented on any router to change the destination IP address on a packet (and
do the inverse operation on replies). It is typically used between services located



on a private network and IP addresses that are publicly accessible. It is more
commonly referred to as port forwarding.

Cram Quiz

1. What is the IPv6 equivalent of 127.0.0.1? (Choose two.)
D A. 0:0:0:0:0:0:0:1
2 B. 0:0:0:0:0:0:0:24
o C.::1
 D. ::24

2. Which of the following is a Class B address?
- A. 129.16.12.200
- B. 126.15.16.122
- C. 211.244.212.5
- D. 193.17.101.27

3. You are the administrator for a network with two Windows Server
systems and 65 Windows desktop systems. At 10 a.m., three users
call to report that they are experiencing network connectivity
problems. Upon investigation, you determine that the DHCP
server has failed. How can you tell that the DHCP server failure is
the cause of the connectivity problems experienced by the three
users?

- A. When you check their systems, they have an IP address of
0.0.0.0.

- B. When you check their systems, they have an IP address in
the 192.168.x.x address range.

- C. When you check their systems, they have a default gateway
value of 255.255.255.255.

- D. When you check their systems, they have an IP address
from the 169.254.x.x range.



4. Which of the following address types are associated with IPv6?
(Choose three.)

~ A. Broadcast
- B. Multicast
~ C. Unicast
- D. Anycast

5. Which of the following IP addresses is not from a private address
range?

D A. 192.168.200.117
2 B. 172.16.3.204

o C. 127.45.112.16
o D. 10.27.100.143

6. You have been assigned to set up a new network with TCP/IP. For
the external interfaces, you decide to obtain registered IP
addresses from your ISP, but for the internal network, you choose
to configure systems by using one of the private address ranges.
Of the following address ranges, which one would you not
consider?

2 A. 192.168.0.0 to 192.168.255.255
- B. 131.16.0.0 to 131.16.255.255

- C. 10.0.0.0 to 10.255.255.255

o D. 172.16.0.0 to 172.31.255.255

7. You ask your ISP to assign a public IP address for the external
interface of your Windows server, which is running a proxy
server application. In the email message that contains the
information, the ISP tells you that you have been assigned the IP
address 203.15.226.12/24. When you fill out the subnet mask
field on the IP configuration dialog box on your system, what
subnet mask should you use?

2 A. 255.255.255.255



D B. 255.255.255.0
0 C. 255.255.240.0
D D. 255.255.255.240

8. Examine the diagram shown here. What is the most likely reason
that user Spencer cannot communicate with user Evan?

= - E
User: Evan User: Spencer
IP address: 192.168.1.121 IP address: 192.168.1.127
Subnet mask: 255.255.255.0 Subnet mask: 255.255.248.0
Default gateway: 192.168.1.1 Default gateway: 192.168.1.1

0 A. The default gateways should have different values.
 B. Spencer’s IP address is not a loopback address.
0 C. The subnet values should be the same.

O D. There is no problem identifiable by the values given.
Cram Quiz Answers

1. A and C. The IPv4 address 127.0.0.1 is reserved as the loopback
address, and IPv6 has the same reservation. IPv6 addresses
0:0:0:0:0:0:0:0 and 0:0:0:0:0:0:0:1 are reserved as the loopback
addresses. The address 0:0:0:0:0:0:0:1 can be shown using the ::
notation with the Os removed, resulting in ::1.

2. A. Class B addresses fall into the range 128 to 191. Answer A is
the only address listed that falls into that range. Answer B is a
Class A address, and answers C and D are Class C IP addresses.

3. D. When a Windows desktop system that is configured to obtain
an IP address via DHCP fails to obtain an address, it uses APIPA
to assign itself an address from the 169.254.x.x address range. An



address of 0.0.0.0 normally results from a system that does not
support APIPA. APIPA does not use the 192.168.x.x address
range. The IP address 255.255.255.255 is the broadcast address.
A DHCP failure would not lead to a system assigning itself this
address.

4. B, C, and D. A key difference between IPv4 and IPv6 is in the
address types. IPv6 addressing has three main types of addresses:
unicast, multicast, and anycast. IPv4 uses broadcast addressing,
but IPv6 doesn’t.

5. C. The 127.x.x.x network range is reserved for the loopback
function. It is not one of the recognized private address ranges.
The private address ranges as defined in RFC 1918 are 10.x.x.X,
172.16.x.x to 172.31.x.x, and 192.168.x.x.

6. B. The 131.16 range is from the Class B range and is not one of
the recognized private IP address ranges. All the other address
ranges are valid private IP address ranges.

7. B. In CIDR terminology, the number of bits to be included in the
subnet mask is expressed as a slash value. If the slash value is 24,

the first three octets form the subnet mask, so the value is
255.255.255.0.

8. C. The most likely problem, given the IP values for each user’s
workstation, is that the subnet value is not correct on Spencer’s
machine and should be 255.255.255.0.

Managing Routing and Switching

» Compare and contrast routing technologies and bandwidth
management concepts.

» Given a scenario, configure and deploy common Ethernet switching
features.

CramSaver

If you can correctly answer these questions before going through this



section, save time by skimming the Exam Alerts in this section and then
completing the Cram Quiz at the end of the section.

1. What are the most common distance-vector routing protocols?

2. What are the most common link-state protocols?

3. What is convergence?

4. What term is used when specific routes are combined into one route?

5. True or false: With the help of FSL, STP avoids or eliminates loops
on Layer 2 bridges.

Answers

1. Distance-vector routing protocols include RIP, RIPv2, and EIGRP. Of
these, RIPv2 would be the most popular from the exam’s perspective.

2. Link-state protocols include OSPF and IS-IS.

3. Convergence represents the time it takes routers to detect change on
the network.

4. The term route aggregation applies when specific routes are combined
into one route.

5. False. With the help of Spanning Tree Algorithm (STA), STP avoids
or eliminates loops on a Layer 2 bridge.

Because today’s networks branch out between interconnected offices all over the
world, networks may have any number of separate physical network segments
connected using routers. Routers are devices that direct data between networks.
Essentially, when a router receives data, it must determine the destination for the
data and send it there. To accomplish this, the network router uses two key
pieces of information: the gateway address and the routing tables.

The Default Gateway

A default gateway is the router’s IP address, which is the pathway to any and all
remote networks. To get a packet of information from one network to another,
the packet is sent to the default gateway, which helps forward the packet to its



destination network. Computers that live on the other side of routers are said to
be on remote networks. Without default gateways, Internet communication is not
possible because your computer does not have a way to send a packet destined
for any other network. On the workstation, it is common for the default gateway
option to be configured automatically through DHCP configuration.

Routing Tables

Before a data packet is forwarded, a chart is reviewed to determine the best
possible path for the data to reach its destination. This chart is the computer’s
routing table. Maintaining an accurate routing table is essential for effective data
delivery. Every computer on a TCP/IP network has a routing table stored locally.
Figure 3.5 shows the routing table on a Windows system.

You can use the route print command to view the routing table on a client
system.
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FIGURE 3.5 The routing table on a Windows system

As shown in Figure 3.5, the information in the routing table includes the

following:

p Network Destination: The host IP address.

» Netmask: The subnet mask value for the destination parameter.

» Gateway: Where the IP address is sent. This may be a gateway server, a

router, or another system acting as a gateway.

» Interface: The address of the interface that’s used to send the packet to the

destination.



» Metric: A measurement of the directness of a route. The lower the metric,
the faster the route. If multiple routes exist for data to travel, the one with
the lowest metric is chosen.

Routing tables play an important role in the network routing process. They are
the means by which the data is directed through the network. For this reason, a
routing table needs to be two things. It must be up to date and complete. The
router can get the information for the routing table in two ways: through static
routing or dynamic routing.

Static Routing

In environments that use static routing, routes and route information are
manually entered into the routing tables. Not only can this be a time-consuming
task, but also errors are more common. In addition, when a change occurs to the
network’s layout, or topology, statically configured routers must be manually
updated with the changes. Again, this is a time-consuming and potentially error-
laden task. For these reasons, static routing is suited to only the smallest
environments, with perhaps just one or two routers. A far more practical
solution, particularly in larger environments, is to use dynamic routing.

You can add a static route to a routing table using the route add command. To
do this, specify the route, the network mask, and the destination IP address of the
network card your router will use to get the packet to its destination network.

The syntax for the route add command is as follows:

Click here to view code image
route add 192.168.2.1 mask (255.255.255.0) 192.168.2.4

Adding a static address is not permanent; in other words, it will most likely be

gone when the system reboots. To make it persistent (the route is still in the
routing table on boot), you can use the -p switch with the command.

ExamAlert

The route add command adds a static route to the routing table. The

route add command with the -p switch makes the static route persistent.
You might want to try this on your own before taking the Network+
exam.




Distributed switching is typically associated with telephone networks and is
nothing more than an architecture in which multiple processor-controlled
switching units are distributed. In this environment, there is usually a hierarchy
of switches, with a centralized host switch working with remote switches located
close to concentrations of users.

Default Route

In environments that use dynamic routing, there is usually one static route
defined that this known as the default route. The default route, sometimes called
the route (or gateway) of last resort, specifies the path to be used if no other
route is known (no next-hop host is available from the routing table or other
routing mechanisms). All packets with unknown destination addresses are sent
to the default route.

Switching Methods

For systems to communicate on a network, the data needs a communication path
or multiple paths on which to travel. To allow entities to communicate, these
paths move the information from one location to another and back. This is the
function of switching, which provides communication pathways between two
endpoints and manages how data flows between them. Following are two of the
more common switching methods used today:

» Packet switching

p Circuit switching

ExamAlert

You will be expected to identify the different switching features.

Packet Switching

In packet switching, messages are broken into smaller pieces called packets.
Each packet is assigned source, destination, and intermediate node addresses.
Packets are required to have this information because they do not always use the



same path or route to get to their intended destination. Referred to as
independent routing, this is one of the advantages of packet switching.
Independent routing enables better use of available bandwidth by letting packets
travel different routes to avoid high-traffic areas. Independent routing also
enables packets to take an alternative route if a particular route is unavailable for
some reason.

Packet switching is the most popular switching method for networks and
is used on most WAN:Ss.

In a packet-switching system, when packets are sent onto the network, the
sending device is responsible for choosing the best path for the packet. This path
might change in transit, and the receiving device can receive the packets in a
random or nonsequential order. When this happens, the receiving device waits
until all the data packets are received, and then it reconstructs them according to
their built-in sequence numbers.

Two types of packet-switching methods are used on networks:

» Virtual-circuit packet switching: A logical connection is established
between the source and the destination device. This logical connection is
established when the sending device initiates a conversation with the
receiving device. The logical communication path between the two
devices can remain active for as long as the two devices are available or
can be used to send packets once. After the sending process has
completed, the line can be closed.

» Datagram packet switching: Unlike virtual-circuit packet switching,
datagram packet switching does not establish a logical connection
between the sending and transmitting devices. The packets in datagram
packet switching are independently sent, meaning that they can take
different paths through the network to reach their intended destination. To
do this, each packet must be individually addressed to determine its source
and destination. This method ensures that packets take the easiest possible
routes to their destination and avoid high-traffic areas. Datagram packet
switching is mainly used on the Internet.



Circuit Switching

In contrast to the packet-switching method, circuit switching requires a
dedicated physical connection between the sending and receiving devices. The
most commonly used analogy to represent circuit switching is a telephone
conversation in which the parties involved have a dedicated link between them
for the duration of the conversation. When either party disconnects, the circuit is
broken, and the data path is lost. This is an accurate representation of how circuit
switching works with network and data transmissions. The sending system
establishes a physical connection, and the data is transmitted between the two.
When the transmission is complete, the channel is closed.

Some clear advantages to the circuit-switching technology make it well suited
for certain applications, such as public switched telephone network (PSTN) and
Integrated Services Digital Network (ISDN). The primary advantage is that after
a connection is established, a consistent and reliable connection exists between
the sending and receiving devices. This allows for transmissions at a guaranteed
rate of transfer.

Like all technologies, circuit switching has its downsides. As you might imagine,
a dedicated communication line can be inefficient. After the physical connection
is established, it is unavailable to any other sessions until the transmission
completes. Again, using the phone call analogy, this would be like a caller trying
to reach another caller and getting a busy signal. Circuit switching therefore can
be fraught with long connection delays.

Comparing Switching Methods

Table 3.7 provides an overview of the various switching technologies.

Comparison of Switching Methods

S Pros Cons Key Features
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t congestion. Messages are divided  are independently sent and can
s Packet into packets that contain take different paths throughout
w switching source and destination  the network. Virtual circuit uses
it makes information. a logical connection between the
chefficient use source and destination devices.

in of network
g bandwidth.

Ci Circuit Dedicated channels can Circuit switching offers the

rc switching cause delays because a  capability of storing messages
ui offers a channel is unavailable  temporarily to reduce network
t dedicated until one side congestion.

s transmission disconnects. Circuit
w channel that is switching uses a
it reserved until dedicated physical link

chit is between the sending and
in disconnected. receiving devices.
g

Dynamic Routing

In a dynamic routing environment, routers use special routing protocols to
communicate. The purpose of these protocols is simple: they enable routers to
pass on information about themselves to other routers so that other routers can
build routing tables. Two types of routing protocols are used: the older distance-
vector protocols and the newer link-state protocols. A third type, hybrid,
combines features of these two.

The use of any routing protocol to advertise routes that have been



learned (through another protocol, through static configuration, and so
on) is known as route redistribution.

Distance-Vector Routing

With distance-vector router communications, each router on the network
communic